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1
Decision/action requested

This pCR proposes to delete the ENs of solution #4 in TR33.825.
2
References

[1]
3GPP TR 33.825 Study on enhancement of Ultra-Reliable Low-Latency Communication (URLLC) v0.4.0
3
Rationale

Currently solution#4 recommends to reuse the existing NDS/IP mechanism to protect the redundant N3 tunnels. This proposal updates solution #4 to delete the first EN by adding more clarification text based on SA2’s agreed solution. For the other EN, this proposal suggests to describe the threats on backhaul reference point which is N3 in detail in KI #1 which means threats on the backhaul interfaces are generic threats regardless of whether the services are URLLC or not and then delete the EN in the solution #4 part accordingly. 
The companion contribution is S3-191283. 
4
Detailed proposal
**** Start of pCR to TR 33.825****
6.4
Solution #4: Security support for N3 tunnel redundancy

6.4.1
Introduction
This solution addresses Key Issue#1. If the user data is redundant by means of two duplicated N3 tunnels to fulfill the high-reliability feature, as illustrated in figure 6.x.1-1 below, the NDS/IP framework which is used to secure the network domain interfaces should be reused with the following precautions.
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Figure 6.4.1-1 redundant transmission architecture

This data redundancy architecture supports the redundant transmission based on two N3 tunnels between a single NG-RAN node and the UPF. In this architecture, it is assumed that the reliability of NG-RAN node, UPF and CP NFs are high enough to fulfil the reliability requirement of URLLC services served by these NFs. For example, due to the deployment environment of backhaul network, the redundant packets will be transferred between UPF and RAN via two independent N3 tunnels, which are associated with a single PDU Session, over different transport layer path to enhance the reliability of service. To be specific, the NG-RAN node, SMF or UPF provides different routing information in the tunnel information (e.g. different IP addresses or different Network Instances) to ensure the two N3 tunnels can be transferred via disjointed transport layer paths. In addition, these routing information is mapped to disjointed transport layer paths according to network deployment configuration. The RAN node and UPF support packet replication and elimination function as referring to TR 23.725 [xx] clause 6.4. 

The RAN node and UPF support NDS/IP to ensure the security of the N3 interface. The transport of user data over N3 is integrity, confidentiality and replay-protected.

6.4.2
Solution details
If the IPsec tunnel is used to protect all N3 tunnels between NG-RAN and UPF, the current mechanism defined in TS 33.501 [X] clause 9.3 and clause 9.1 shall be reused. 
The N3 interface for 5GC and 5G-AN according to NDS/IP is specified in TS 33.210 [Y]. Traffic on interfaces carrying control plane signalling can be both integrity and confidentiality protected according to NDS/IP.

IPsec ESP implementation shall be done according to RFC 4303 [Z] as profiled by TS 33.210 [Y]. For IPsec implementation, tunnel mode is mandatory to support while transport mode is optional. 

IKEv2 certificate-based authentication implementation shall be done according to TS 33.310. The certificates shall be supported according to the profile described by TS 33.310 [R]. IKEv2 shall be supported conforming to the IKEv2 profile described in TS 33.310 [R].

In order to protect the traffic on the N3 reference point, it is required to implement IPsec ESP and IKEv2 certificate-based authentication. IPsec is mandatory to implement on the NG-RAN. On the core network side, a SEG may be used to terminate the IPsec tunnel.

6.4.3
Evaluation
Editor’s note: The evaluation of the solution is FFS.
**** END OF CHANGES ****
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