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1
Decision/action requested

This contribution proposes a new KI for TR 33.836.
2
References

[1]
3GPP TR 23.786: "Study on architecture enhancement for EPS and 5G System to support advanced V2X services".
[2]
3GPP TR 22.886: "Study on enhancement of 3GPP Support for 5G V2X Services".
[3]
3GPP TS 22.185: "Service requirements for V2X services; Stage 1".
[4]
3GPP TS 22.186: "Enhancement of 3GPP support for V2X scenarios; Stage 1".

3
Rationale

TR 23.786 [1] has introduced new key issues and enhancements to support advanced V2X services identified in TR 22.886 [2], based on vehicular services requirements defined in TS 22.185 [3] and TS 22.186 [4]. 

In particular, KI#9 from TR 23.786 [1] is looking at the support of unicast for sensor sharing over PC5, and more specifically at:
-
How to prevent privacy issues related to long duration unicast session, e.g. source L2 ID tracking.

SA2 has concluded on KI#9 and adopted Solution #11 clause 6.11 in TR 23.786 as the baseline for normative work with expected further updates based on:

-
the potential security related procedure updates for unicast communication over PC5.

This contribution proposes a new Key Issue for eV2X TR to identify specific privacy issues related to privacy for unicast communication using SA2 adopted solution as a baseline.
4
Detailed proposal

It is proposed to approve the following changes for inclusion in eV2X TR.







***
BEGIN OF CHANGES
***

5
Key issues

Editor’s Note: This clause contains all the key issues identified during the study.
5.a
Key Issue #a: Privacy protection for unicast messages over PC5
5.a.1
Key issue details 
KI#9 from TR 23.786 [xx] is looking at the support of unicast for sensor sharing over PC5, and more specifically, at how to prevent privacy issues related to long duration unicast session, e.g. source L2 ID tracking. 

The solution#11 [xx], adopted as a baseline for normative work, proposes that a UE updates its peer with its new identifier(s) (e.g. L2 ID) in a Link Identifier Update Request message, e.g., upon an upper layer trigger or  upon expiry of a timer. The peer acknowledges the change in a Link Identifier Update Response message. Upon reception of this message both UEs can start using the new indentifier(s).
5.a.2
Security threats

An adversary that is capable of connecting and linking L2 identities to a real or a long-term eV2X endpoint identity will be able to track and trace the endpoint in space and time. Such trackability and linkability will be an attack on eV2X endpoint privacy.
Editor’s Note: Definition of eV2X endpoint ID is FFS.
5.a.3
Potential security requirements

The 5G System shall provide means for mitigating trackability attacks on L2 identities during eV2X unicast communications.
The 5G System shall provide means for mitigating linkability attacks on L2 identities during eV2X unicast communications.

Editor’s Note: The implications of short and long term linkability are FFS.

***
END OF CHANGES
***



