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Introduction
 
GSMA has been made aware, through its Coordinated Vulnerability Disclosure (CVD) Programme, of a new piece of research. One of the vulnerabilities highlighted in the new research relates to the way UE radio network capabilities are handled in 4G and 5G systems. The researchers have agreed that high level details of this vulnerability can be shared publicly with 3GPP prior to publication of their full paper at a conference in May 2019.


Item for Consideration 
Currently the 3GPP RRC specifications allow the UECapabilityEnquiry procedure to occur before RRC security establishment. This exposes the UE capabilities to tampering by a man-in-the-middle attacker on the radio interface, which can result in degradation of service e.g. downgrading the UE’s maximum throughput. Since the UE capabilities are persistently stored in the network, the impact of the attack can last for weeks, or until the UE is power cycled. Such attacks can have a particularly high impact on unattended IoT devices. The researchers have demonstrated the feasibility of the attack using low cost equipment.

The GSMA CVD governance team is not currently aware of any legitimate reason to fetch UE radio network capabilities before RRC security establishment so would like to request 3GPP to consider changing its specifications to prohibit the eNodeB or gNodeB from running the UECapabilityEnquiry procedure before RRC security establishment in order to address the vulnerability. Changes on the UE side are not needed to address this particular vulnerability.

Action to SA3 and RAN2: GSMA would appreciate a response as soon as possible, preferably before the next RAN/SA plenaries.
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Contact 
Further questions can be directed to Samantha Kight at the GSMA (skight@gsma.com).





Further Information on GSMA CVD

GSMA CVD
 
The GSMA coordinated Vulnerability disclose programme invites both private individuals and organisations to report vulnerabilities impacting the mobile industry to the GSMA in a responsible manner. More information may be found at gsma.com/cvd.

GSMA CVD Governance Team

This team consists of GSMA operator members who are Subject Matter Experts within the GSMA Fraud and Security Group. The team assess and determine the appropriate steps for industry in dealing with each CVD submitted to the GSMA. 
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