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Introduction
The GSMA 5G Joint Activity (5GJA) thanks SA3 for their considerations and for reaching out to 5GJA for further clarification.
5GJA has further discussed the matter and would like to provide additional details to SA3 as per this reply LS. 
Description
SA3 has raised three questions, which 5GJA answers as follows.
Question 1: In order to better understand the requirements, could GSMA 5GJA elaborate on any particular planned use cases for N9 traffic which require flexibility? Indicating the importance, granularity, and dynamicity of such policies will allow SA3 to consider cost vs. functionality trade-offs.
Question 1 Answer: The aim of 5GJA is that PLMN operators should have the possibility to bilaterally agree, which of the three options (1) no protection at all, 2) only integrity protection, or 3) integrity protection and confidentiality) they wish to apply to N9 transport. All these three options should be supported. The NF that will perform this end-to-end security between PLMN operators need to be able to distinguish between roaming partners and to choose the configuration for the connection that was agreed between the two. There is not currently any use case foreseen by 5GJA that would require dynamic modifications of the security controls for individual PDU sessions. 
Question 2: What is the granularity 5GJA envisages for the protection of User Plane traffic on the N9 interface? If all that is required is 1) no protection at all, 2) only integrity protection, or 3) integrity protection and confidentiality on transport layer, SA3 believes that the support of NDS/IP with different cryptographic profiles as described in TS 33.210 is sufficient to fulfil the requirements.
Question 2 Answer: Due to the fact that there are not currently any use cases that require dynamic set-up of security controls on N9 (see above), technically, NDS/IP would work as a solution. In the light of flexibility in the overall 5G roaming security solution, covering N32 and N9, 5GJA is in favour of being able to extend the solution to a finer-grained control in the future, if needed. Future use cases may require to enforce different security controls on different PDU sessions, e.g. based on Service Slice Type. Does SA3 believe that a future extension of this kind would be possible in the light of backwards compatibility, if NDS/IP is being used initially?
Question 3: Is there a need to dynamically infer the protection requirements based on the kind of User Plane traffic transported on N9, e.g. based on the slice identifier or certain information elements on the User Plane?
Question 3 Answer: Currently there is no need for this, as outlined above. However, there may be future needs, which are not known today. The architecture should be designed in a way that these extensions can easily be adopted in both the specifications and in deployed solutions. 5GJA wishes to ensure that a clear path to potential future extensions is available. 
For the sake of clarity, 5GJA wishes to emphasise that the initial LS from 5GJA on that matter consists of two requests:
A) N9 UP traffic protection (integrity, confidentiality), as discussed in this document.
B) Protection of the PLMN at the network edge, by only allowing GTP-U traffic into the network to which a successfully established corresponding N32 session, exists.
While this LS only covers aspect A), 5GJA understands that aspect B) will also be addressed by SA3 and that there are not currently any further questions by SA3 to 5GJA on that matter. 
ACTION to 3GPP TSG SA3
TSG SA3 is kindly asked to consider the above answers to the questions raised and to further tackle the aspect of N9 security by taking the above clarification into account.
NEXT MEETING
5GJA#9	19th June 2019
5GJA#10	7th October 2019
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