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1
Decision/action requested

Add pCR text to TR 33.848
2
Rationale

This contribution provides initial text for Key Issue 11.
3
Proposed New Text
[START OF CHANGES]
ETSI ISG NFV specifications such as ETSI GS NFVSEC 012 [A] provide various requirements and recommendations for attestation of host hardware, VMs and VNFs during boot-time / instantiation time. However, since security cannot exist in isolation at hardware layer, NFV layer and 3GPP NF layer (VNF functionality layer), it is necessary for the 3GPP to set explicit requirements on attestation. Similarly, ETSI ISG NFV or open source group working on NFV software platform cannot specify the functionality of 3GPP NF or requirement with respect to their attestation. 

3GPP NFs especially in multiple vendor and IAAS scenarios, need assurance that hardware or other critical security functions have not been modified and can be trusted. For example, the NRF in SBA needs to attest that a discovered NF is what it claims to be and has the capabilities it claims to have. While the OSS / BSS allow an NRF to become aware of a new VNF instance (e.g. AMF) it is the underlying attestation chain from a security perspective that verifies the NF is secure.

Possession of a 3GPP level identity / certificate is not in itself a means to prove authenticity of a VNF, unless there is a full attestation chain back to hardware. To support multi-vendor scenarios that chain needs to be standardised either in 3GPP or standards bodies with a wider remit such as ETSI TC CYBER.

Ideally SA3 would also set requirements for run-time attestation to ensure that running VNFs cannot be modified without authorisation after initial instantiation. However current VM software, virtualisation technologies and standards are unable to provide run-time attestation at any reasonable scale.
[END OF CHANGES]
