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1
Decision/action requested

This contribution proposes solution for IP of UP signalling messages to be captured in TR 33.824
2
Rationale

This contribution proposes the potential solution for IP of UP signaling messages, when the integrity protection of a PDU session is not activated due to UE capability limitations or serving network policy. Request SA3 to capture the proposed solution, so that study is carried out on how to address the threats mentioned in Key issue #5 in TR 33.853.
4
Detailed pCR proposal

*********************Start of Changes***************************

6.x
Solution #x: Dedicated PDU for UP Signalling message IP
6.x.1
Introduction
This solution addresses key issue #5 (Optionality of integrity protection in UP DRB). This solution covers the integrity protection of the UP signalling messages, when the integrity protection of a PDU session is not activated due to UE capability limitations or serving network policy, using a dedicated integrity protection enabled PDU session.
There is impact to the UE and the AMF, to establish a dedicated integrity protection enabled PDU session.
6.x.2
Network options affected
This solution is applicable to the following network options:

- Option 2 - NR standalone with 5G Core

- Option 4 - 5G core based Dual Connectivity (NR master - eUTRA secondary)

6.x.3
Solution Description

The network configures a special DNN for exchange of secure user plane signalling messages. The UE initiates an PDU session establishment procedure to establish a separate PDU session exclusively for the user plane signalling messages and the network enables integrity protection for the PDU session. The user plane signalling messages means, for example DNS message exchanges over the UP, which requires integrity protection. Even though, the integrity protection of a PDU session is not activated due to UE capability limitations or serving network policy for a PDU session, protection of sensitive protocol message (for example, DNS exchanges) can be achieved using the dedicated PDU sessions which serves low data rate signalling exchanges, as shown in Figure 6.x.3-1. 
The UE identifies/decides to send particular IP packet (UP signaling messages) over the established PDU session, based on at least one of the following 
Traffic Filtering information: 
· application layer protocol (for example: DNS), 
· Transport layer port numbers, 
· Destination IP address and/or source IP address, 
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Figure 6.x.3-1: Dedicated PDU for UP Signalling message IP
6.x.4
Solution Evaluation
Editor's Note: write an evaluation of the solution against the relevant key issues here (or have an editor's note saying that it is to be added later.)

*********************End of Changes**************************
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