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1	Decision/action requested
This contribution discusses the commonalities between IAB and Wireline fronthaul for CU/DU
2	References
[1]		RP-182882: Rev of RP-182810_new_WID_integrated_access_and_backhaul_for_NR; TSG RAN Meeting #82,	Sorento, Italy, December 10-13, 2018
[2]		Agreements of RAN3#103 are summarized in R3-191006. Agreements of RAN3#103bis are based on chairmand notes
[3]	Agreements of RAN2#105 are summarized in R2-1902768. Agreements of RAN2#105bis are based on chairman notes
3	Rationale
The WID for the RAN work item NR_IAB defines the following objectives for transport on the backhaul links [1]:

	· [bookmark: _Hlk531191940][bookmark: _Hlk531191596]Specification of an IAB-node following architecture 1a including [RAN2-led, RAN3]: 
· Routing function on IAB-node to support forwarding across the multi-hop topology based on routing identifier. 
· …
· UE-bearer to BH RLC-channel mapping and mapping between ingress and egress BH RLC channels functions for support of one-to-one and many-to-one bearer mapping.

· Enhancements to gNB functionality to serve as an IAB-donor following architecture 1a [RAN3, RAN2]
· [bookmark: _Hlk531254201]…
· Support for IP routability to IAB-node (e.g. from CU, OAM) [RAN3-led].
· Bearer mapping function on gNB DU to map downlink traffic of one or many UE-bearers to a BH RLC-channel [RAN2-led]. 

· Specification of possible enhancements to E1, F1 and X2/Xn interfaces [RAN3-led, RAN2]:
· On F1: 
· security protection over the wireless backhaul links.
· setting up and reconfiguring IAB-nodes and IAB-donor DUs
· … 
· Specification of enhancements to L2 wireless transport [RAN2-led, RAN3]:
· Specification of an adaptation layer above RLC layer. The adaptation layer supports routing across the wireless backhaul and IP as next protocol layer. 
· …

· [bookmark: _Hlk530593150]Specification of signalling for L2 transport and resource management [RAN2-led, RAN3, RAN1]:
· [bookmark: _Hlk530558816][bookmark: _Hlk530558350]Specification of RRC and F1-AP procedures and messages for: …; configuration of adaptation layer at the IAB-nodes and IAB-donor DU; configuration of BH RLC channels, QoS information, routing tables, bearer-mappings; … 
· Specification of an IP address allocation mechanism for the IAB-nodes [RAN3]. 
· …



RAN3 agreed on the following IAB architecture [2]:

	The NG-RAN supports IAB by the IAB-node wirelessly connecting to the gNB capable of serving the IAB-nodes, named IAB-donor gNB. 
The IAB-donor gNB consists of an IAB-donor-CU and one or more IAB-donor-DU(s). In case of separation of gNB-CU-CP and gNB-CU-UP, the IAB-donor gNB may consist of an IAB-donor-CU-CP, multiple IAB-donor-CU-UPs and multiple IAB-donor-DUs.
The IAB-node connects to an upstream IAB-node or an IAB-donor-DU via a subset of the UE functionalities of the NR Uu interface (named IAB-MT function of IAB-node). 

The IAB-node provides wireless backhaul to the downstream IAB-nodes and UEs via the network functionalities of the NR Uu interface (named IAB-DU function of IAB-node).  




RAN2 agreed on the following stage-2 description of the IAB protocol stack [3]:

	Fig. X shows the protocol stack for F1-U and Fig. X+1 shows the protocol stack for F1-C. In these figures, F1-U and F1-C are carried over two backhaul hops.
 Note: F1 needs to be security-protected as described in TS 33.501.
Editor’s note: These protocol stacks do not include F1 security layer, e.g., as mandated by TS 33.501. They may have to be revisited based on discussions by SA3.


Fig. X: Protocol stack for the support of F1-U protocol


Fig. X+1: Protocol stack for the support of F1-C protocol



RAN3 further agreed on the following stage-2 description related to the IAB protocol stack [2]:

	
Where does DU get IP address from? How?
· DU IP address needs to be different from MT IP address
· DU IP address needs to be routable
· IAB-DU IP address may be assigned by donor DU or by donor CU; if assigned by donor DU, DHCP is used (donor DU may act as DHCP server or as DHCP proxy)

Intra-donor transport
· For 1:1 mapping, the use of GTP tunnel ID to identify a DRB between donor CU and donor DU is confirmed
· Working Assumption: adopt IPv6 flow labels for 1:1 mapping; FFS whether to also use DSCP
· LS sent to RAN2; support from operators for RAN2  R3-191386



The following discussion summarizes end-to-end transport between UE and CU for IAB including security layers based on these agreements. IAB-based transport is then compared to an equivalent Rel-15 wireline fronthaul for Rel-15 CU/DU split architecture. This comparison may serve as guide for SA3’s discussion on security aspects of IAB transport.

4	Discussion
The IAB architecture for a two-hop deployment of IAB-nodes is shown in Figure 1. In this figure, the IAB-node connects to the 5GC network in SA mode. The figure further shows a UE connecting to the network via the second-hop IAB-node.



Figure 1: IAB architecture with two-hop deployment of IAB-nodes

Figure 2 shows example protocol stacks for UP UE access via IAB (Fig. 2a) and via a CU/DU architecture using wireline fronthaul (Fig. 2b). Equivalent protocol stacks can be drawn for the CP. Note that without security layer, the protocol stack in Figure 2a is the same as agreed by RAN2 (shown section 1). 

The protocol stacks include security layers as defined in TS 33.501, which are the same for IAB as for the wireline fronthaul. They contain:
· PDCP between UE and CU to protect Uu
· IPsec between the UE’s DU and CU to protect F1


Observation 1: IAB supports the same security protection of Uu and F1 as the wireline fronthaul for Rel-15 CU/DU split architecture.

For IAB-based transport (Fig 2a), the protocol stack example shows an IP routing function in the IAB-donor DU. This IP routing function provides routability to the IAB node, which satisfies one of the WID objectives. It further allows using IPv6 Flow Label to support mapping of DL packets to BH RLC-channels for the support of QoS, e.g., 1:1 bearer mapping. It may also be possible to use the DSCP packet markings for this purpose. On the wireless backhaul, BAP is used for packet forwarding and BH RLC-channel mapping, i.e., for QoS support. IP- and BAP-headers are not security protected in the protocol stack of Fig. 2a.

For wireline transport (Fig. 2b), the protocol stack example shows an IP routing function and an Ethernet bridging function in the transport layers between the UE’s DU and the CU. Other arrangements and protocols are possible. The IP routing function and Ethernet bridging function are used for packet forwarding between CU and DU. Further, DSCP packet markings on IP layer are used to enforce QoS. It is further possible to enforce QoS on the Ethernet layer via PCP on VLAN tags. IP- and Ethernet-headers are not security protected in the protocol stack of Fig. 2b.


The following observations can be made:

Observation 2: IAB and wireline fronthaul use equivalent IP-based and L2-based forwarding mechanisms.

Observation 3: IAB and wireline fronthaul use packet markings on IP and L2 to support QoS.

Observation 4: For both, IAB and wireline fronthaul, packet header information for forwarding and QoS support are not security protected.

SA3 may consider these commonalities between IAB and wireline fronthaul when discussing security protection for IAB transport. 

Proposal: SA3 should consider the commonalities between IAB and wireline fronthaul in CU/DU split architecture in the discussion of IAB transport security. 







Figure 2: Example of UP protocol stacks for UE access: 2a. with IAB; 2b: with Rel-15 wireline network

5	Conclusion
In this contribution, IAB-based transport is compared to wireline fronthauling for CU/DU architecture. The following observations and proposal have been made:

Observation 1: IAB supports the same security protection of Uu and F1 as the wireline fronthaul for Rel-15 CU/DU split architecture.

Observation 2: IAB and wireline fronthaul use equivalent forwarding mechanisms.

Observation 3: IAB and wireline fronthaul use packet markings on IP and L2 to support QoS.

Observation 4: For both IAB and wireline fronthaul, packet header information for forwarding and QoS are not security protected.

Proposal: SA3 should consider the commonalities between IAB and wireline fronthaul in CU/DU split architecture in the discussion of IAB transport security. 
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