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1	Decision/action requested
Approve the key issue
2	References
[1]	TS 38.300
[2]		TS 38.401
3	Rationale
The integrated backhaul (IAB) is being specified by RAN WGs in TS 38.300 and TS 38.401 with an attempt to realize the NR CU-DU split over NR wireless links. The overall architecture is shown in the Figure 1. The IAB is realized either in .SA mode (a) or EN-DC (b). An IAB donor node has gNB-CU functionality and an IAB node has gNB-DU functionality. Each IAB node is connected to the IAB-donor node either directly (i.e., a single hop) or via another IAB node (i.e., multiples hops). 


Figure 1. IAB architecture; a) IAB-node using SA mode with NGC; b) IAB-node using EN-DC

The protocol stacks for control plane and user plane between IAB-donor node and IAB node and between IAB nodes described in [xx] are shown in Figure 2. It is noted that an IAB-node that has the gNB-DU part communicates with an IAB-donor node that has the gNB-CU part using F1 protocols as in the wireline CU-DU interface.
NOTE x: Backhaul Adaptation Protocol (BAP) is introduced for bearer mapping between adjacent IAB nodes to support routing and bearer mapping over wireless links.



Figure. 2-1: Protocol stack for the support of F1-U protocol


Figure.2-2: Protocol stack for the support of F1-C protocol
Without having security protection on the protocol layers, the IAB is vulnerable to adversary attacks on both control plane and user plane of F1 interface, e.g., packet injection, packet modification, eavesdropping. 
Therefore, it is proposed to have a key issue on security protection of communication protocols for IAB. 

4	Detailed proposal
It is proposed that SA3 approve the below pCR for inclusion in the TR.

***** START OF FIRST CHANGES *****
[bookmark: _Toc2155283]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[xx]	3GPP TS 38.300: " NR and NG-RAN Overall Description".
[yy]	3GPP TS 38.401: " NG-RAN; Architecture description".

***** END OF FIRST CHANGES *****

***** START OF SECOND CHANGES *****
[bookmark: _Toc2155287]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
IAB	Integrated Access and Backhaul
BAP	Backhaul Adaptation Protocol

***** END OF SECOND CHANGES *****

***** START OF THIRD CHANGES *****
5.x	Key issue #x: F1 interface security for IAB 
5.x.1	Issue details
The integrated backhaul (IAB) is specified in TS 38.300 [xx] and TS 38.401 [yy] to realize the NR CU-DU split over NR wireless links. The overall architecture is shown in the Figure 5.x.1-1. The IAB is realized either in SA mode (a) or EN-DC (b). An IAB donor node has gNB-CU functionality and an IAB node has gNB-DU functionality. Each IAB node is connected to the IAB-donor node either directly (i.e., a single hop) or via another IAB node (i.e., multiples hops). 


Figure 5.x.1-1. IAB architecture; a) IAB-node using SA mode with NGC; b) IAB-node using EN-DC

The protocol stacks for control plane and user plane between IAB-donor node and IAB node and between IAB nodes described in [xx] are shown in Figures 5.x.1-2 and 5.x.1-3. It is noted that an IAB-node that has the gNB-DU part communicates with an IAB-donor node that has the gNB-CU part using F1 protocols as in the wireline CU-DU interface.
NOTE x: Backhaul Adaptation Protocol (BAP) is introduced for bearer mapping between adjacent IAB nodes to support routing and bearer mapping over wireless links.



Figure 5.x.1-2: Protocol stack for the support of F1-U protocol


Figure 5.x.1-3: Protocol stack for the support of F1-C protocol
Without having security protection on the protocol layers, the IAB is vulnerable to adversary attacks on both control plane and user plane of F1 interface, e.g., packet injection, packet modification, replay, eavesdropping. 
Furthermore, if the security protection is not applied end-to-end, then an attacker that breaks into any on the intermediate node will similarly be able to perform the above attacks.
This key issue is to study potential solutions for F1 interface security for IAB.
5.x.2	Security threats
An attacker may inject malicious control plane signalling or replay control plane signalling in IAB (F1-C) over the wireless link between an IAB donor and an IAB node or between IAB nodes.
An attacker may modify control plane signalling in IAB (F1-C) over the wireless link between an IAB donor and an IAB node or between IAB nodes.
An attacker may inject bogus user plane packets or replay user plane packets in IAB (F1-U) over the wireless link between an IAB donor and an IAB node or between IAB nodes.
An attacker may modify user plane packets in IAB (F1-U) over the wireless link between an IAB donor and an IAB node or between IAB nodes.
An attacker may eavesdrop control plane signalling in IAB (F1-C) over the wireless links between an IAB donor and an IAB node or between IAB nodes.
An attacker may eavesdrop user plane packets in IAB (F1-U) over the wireless links between an IAB donor and an IAB node or between IAB nodes.
An attacker that compromises an intermediate node will be able to inert bogus packet, modify packets of eavesdrop on packets. 
5.x.3	Potential security requirements
Control plane signalling in IAB (F1-C) over the wireless link(s) shall be end-to-end confidentiality protected.
Control plane signalling in IAB (F1-C) over the wireless link(s) shall be end-to-end integrity and replay protected.
User plane packets in IAB (F1-U) over the wireless link(s) shall be end-to-end confidentiality protected.
User plane packets in IAB (F1-U) over the wireless link(s) shall be end-to-end integrity and replay protected.

***** END OF THIRD CHANGES *****
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  Figure 1.  IAB architecture; a) IAB - node using SA mode with NGC; b) IAB - node using  EN - DC     The protocol stack s   for  control plane and user plane   between IAB - donor   node and IAB node and  between IAB nodes  described in [xx]   are shown  in Figure 2 . It is noted that an IAB - node that has the gNB - DU part communicates with an  IAB - donor node that ha s the gNB - CU part using F1 protocols as in the wireline CU - DU interface.   NOTE   x:  Backhaul   Adaptation Protocol   (BAP) is introduced for bearer mapping between adjacent IAB nodes to  support routing  and bearer mapping  over wireless links.    

