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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2
References

[1]
3GPP TR 33.809 V0.3.0 Study on 5G Security Enhancement against False Base Stations (Release 16)
3
Rationale

The following two Editor’s Notes are subject to this contribution: 
(1) Editor’s Note: How the solution addresses already registered UE is FFS.

(2) Editor’s Note: Details of how UE location info is used, it’s granularity and how it is secured from false base station attack are FFS.

At first, it is clarified here how the solution addresses already registered UEs:

If a UE is registered and moves around, the UE is mandated to perform mobility registrations whenever it is leaving its TA list provided by the AMF. Assuming that the victim UE and the malicious UE are not located in the same area in order to fulfil the threat of location spoofing for a criminal intend (in the same PLMN), then the victim UE would suddenly “move” into the TA of the malicious UE without previous mobility registration. Of course the victim UE is registered in the PLMN, but suddenly sends a Service Request to an AMF where it is not registered. From AMF point of view this is an error scenario since the victim UE did not perform any mobility registrations before and according to normal procedures the AMF would reject the Service Request with the indication to re-register again. Then the registration is carried out as described further in this solution. 

The second Editor’s Note covers two aspects: the location granularity and the transport. 

The location granularity should be as accurate as possible, i.e. serving GCID and TA, so that the receiving AMF can compare with the location information provided by the RAN. Additional GPS location information of the victim UE would be beneficial in case that the false base station replays the GCID and TA of the malicious UE. 
The transport of the location information should be performed once NAS security is setup i.e. in the NAS Security Mode Complete message as described in the solution, which is ciphered and integrity protected. 

4
Detailed proposal

It is proposed to add the clarification and to remove the two Editor’s Notes:
Begin of Changes

6.5
Solution #5: Mitigation against the authentication relay attack 

6.5.1
Introduction

This solution addresses key issue #5: Mitigation against the authentication relay attack, assuming that the victim UE and malicious UE, as defined in key issue #5, are residing in the same PLMN.
6.5.2
Solution details 

In the registration request procedure, the UE obtains the user's actual location information (indicated by "Location Info-UE"), and sends a registration request message to the AMF through the gNB. The gNB forwards the registration request message to the AMF through the N2 interface, which includes the user's location information reported by the gNB (indicated by "Location Info-gNB"). The AMF stores the Location Info-gNB. After the authentication process is completed. The AMF sends a NAS Security Mode command message to the UE. The UE responses a NAS Security Mode complete message, which includes Location Info-UE, to the AMF. The AMF then compares the Location Info-UE with the Location Info-gNB.


Editor’s Note: Impact on the privacy (e.g. how the location information is obtained and how consent is given for it to be used) is FFS.
If the victim UE is already registered in the PLMN and then moves to the malicious basestation, then it is assumed that the victim UE and the malicious UE are not located in the same area within the same PLMN. If the victim UE sends a Service Request to the AMF of the malicious UE where victim UE is not registered, then this is an error scenario for the AMF since the victim UE did not perform any mobility registrations before and according to normal procedures the AMF would reject the Service Request with the indication to re-register again. Then the registration is carried out as described in the beginning of this solution.
The location granularity should be as accurate as possible, i.e. serving GCID and TA, so that the receiving AMF can compare with the location information provided by the RAN. Additional GPS location information of the victim UE would be beneficial in case that the false base station replays the GCID and TA of the malicious UE. 

If the AMF determines that the Location Info-UE and the Location Info-gNB are consistent, the subsequent procedures are normally performed.

If the AMF determines that the Location Info-UE and the Location Info-gNB are inconsistent, the registration rejection message may be sent to the UE, where the reason value carried indicates the location positioning of the UE.

6.5.3
Evaluation

TBD
End of Changes

