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Decision/action requested

Approval of a new SID documented in S3-190xxx.
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Rationale

5G system is expected to support high data rates for large volume of data and to provide low latency. Such requirement is driven by emerging service scenarios such Internet of Things (IoT), Vehicle to Everything (V2X), autonomous driving, robotics surgery, Augmented Reality (AR)/Virtual Reality (VR), industrial automation, etc. 

Edge computing is considered a key enabler to achieve high throughput and low latency in 5G system. It envisions the provision of service environment and cloud computing capabilities in a distributed manner at the edge of the network in close proximity to subscribers. Operators can leverage edge computing to host time-critical applications of their own or of 3rd parties at the edge. The UE can access the edge applications via (R)AN and locally deployed UPF. This is beneficial for multiple stakeholders. For operators, the unparalleled low latency feature provided by edge computing in 5G system, which cannot be matched by cloud providers, attracts OTT service providers. For OTT providers, edge computing better meets their service requirements and opens new business opportunities. For subscribers, edge computing offers unprecedented user experience. 
Efforts within 3GPP have been witnessed to support edge computing and its deployment in 5GS. 
· Some enablers for edge computing are defined in clause 5.13 in 23.501 [1]. 

· A new study item, “study on enhancement of support for Edge Computing in 5GC (FS_enh_EC)” [2], is approved in SA2.
· SA5 has initiated the study on management aspects of edge computing [3].
· A new study item, “Study on application architecture for enabling edge applications (FS_EDGEAPP)” [4], is approved in SA6. 
The security aspects of enabling edge computing in 5GS shall also be studied in parallel with the above studies. The rest of this document analyses potential security threats caused by enabling edge computing in 5G system. 
4
Security threats of enabling edge computing in 5GS
1. Unprotected interaction between an edge computing AF and the core network 
One of the enablers for edge computing in 5GS defined in 23.501 specify that “the 5G core network may expose network information and capabilities to an edge computing AF,” that is, 
· The edge computing AF may issue requests on behalf of 3rd party applications to influence SMF routing decisions. 

· The edge computing AF may request to get notified by SMF about events with PDU sessions 
The AF may be allowed to interact directly with the control plane network functions in 5G core which they need to interact, or indirectly via NEF. 

The new study from SA2 [2] also proposes to study how to leverage edge computing AF to reroute UE traffic to an edge application. 
Some security threats related to the interaction between an edge AF and a SMF are listed below. 

a) If the signaling between an edge AF and a SMF is not encrypted, critical information leakage is expected including UE identifiers, locations of edge applications etc.
b) If an edge AF is not authenticated or authorized, an attacker can impersonate as an edge AF to maliciously change UE’s traffic routing.
c) If the request from an edge AF to route UE traffic is not tampering proofed, an attacker can modify the request so that UE is not able to connect to any application, or UE is connected to a malicious application hosted by the attacker.    
2. Unprotected interaction between the UPF deployed in the edge and the SMF in the core network 
a) If the integrity protection of the communication messages between the UPF deployed at the edge and the SMF in the core network is not in place, an attacker can modify the messages. 
b) If mutual authentication is not performed, an attacker can masquerade as a legitimate SMF and maliciously release PDU sessions to create DoS, or the attacker can masquerade as a legitimate UPF and mailicuously release the N4 assoication with the SMF so that the SMF cannot use the legitimate UPF. 
3. 3rd application connecting to the UPF without authorization
Edge computing enables a UE can access an application at the edge via locally deployed UPF. The establishment of the communication channel between the UPF and the a 3rd party application, both of which are deployed at the edge, must be handled with proper authorization. If a malicious application can gain access to the UPF without any authorization, the application may send garbage to keep the UPF occupied, causing service degradation to other applications. 
4. Unprotected communication between edge UPFs and the UPFs in the core network 
The new study item from SA2 [2] described the scenario where edge UPFs forward UE traffic to the UPFs in the core network. Without proper protection in place for the traffic between edge UPFs and the home UPFs in the core network, an attacker may tamper, eavesdrop the communication channel. Injection of malicious traffic may also occur.  
5. Unprotected management interfaces in edge computing
SA5 has initiated the study on the management aspects of edge computing in TR 28.803 [3]. 

A peer-to-peer edge computing management deployment scenario (as shown in Figure X) is defined in TR 28.803 [3], where the 3GPP management system communicates with non-3GPP management system for edge environment including ETSI NFV MANO and edge computing management system.  Interactions among the management systems are also described in TR 28.803 [3].
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Figure X. Peer-to-peer edge computing management deployment scenario (Source: TR 28.803 [3])
It is also envisioned in TR 28.803 [3] that an AF deployed in the edge may send requests to 5GC via NEF, if not allowed to directly communicate with SMF, to influence SMF routing decisions for traffic of PDU sessions. The AF may issue requests on behalf of applications not owned by the PLMN serving the UE. 

Security threats exist in the framework of the management systems defined in [3], which include, but not limited to, the following:

a) Without authentication and authorization, an attacker can impersonate a legitimate management system and initiates unauthorized management operations, for example, maliciously terminating UPFs or applications, or creating new network functions to deplete the resource in the edge environment. 

b) If the communication between the management systems are not encrypted, critical information, such as available UPF instances, their configurations, performance measurements, are leaked. 

c) If tampering prevention is not implemented, an attacker can modify e.g. QoS requirements for N6 interface, which are sent from the 3GPP management system to the edge computing management system. In this case, SLA may be broken, as required latency or bandwidth provided by N6 interface are modified by the attacker. 

d) If replay protection is not in place, an attack can replay e.g. UPF instantiation requests to trick the edge computing management system to build unnecessary UPF instances. 
6. Lack of end to end user (e2e) plane security
One of the major drivers for edge computing is the emergence of time critical services. Edge computing facilitates these services by moving the services closer to the attachment point of the UE. However, even with edge computing, two rounds of encryption/decryption, i.e. one round of encryption/decryption between the UE and the (R)AN, and one round of encryption/decryption between the (R)AN and the UPF, are inevitable. Time critical services such as autonomous driving can further benefit from e2e user plane security. Admittedly, e2e user plane security is not a security threat, but it offers better SLA to service proiders and worths studying. 
4
Summary
In conclusion, SA3 shall take the initiative to study the security aspects of the 5G system enhancements for edge computing, as stated in the new study item from SA2, and SA6, so that the MEC procedures defined in the SA2, SA5, and SA6 are securely protected from the security point of view.
6
Detailed proposal

It is proposed to approve the new study item proposal on MEC security.
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