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1
Decision/action requested

SA3 is kindly requested to accept this proposed change.
2
References
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3GPP TR 23.501 System Architecture for the 5G System
3
Rationale

In subclause 4.2.8.4 in TS 23.501[1], the interface between 5G-RG and W-AGF is Y4 reference point.
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Figure 1 Non- roaming architecture for 5G Core Network for 5G-RG with Wireline 5G Access network and NG RAN
According to clause 4.2.8.3 in TS 23.501[1], Y4 is defined as 

“

Reference point between the 5G-RG and the W-AGF which transports the user plane traffic and the N1 NAS protocol. The definition of this interface is outside the scope of 3GPP.

”
Therefore, the Y4 reference point is not defined in 3GPP. So that the Editor’s Note can be turned into a NOTE to say the security of this interface is out of this specification.
4
Detailed proposal

********BEGIN OF CHANGE********
5.4

Key Issue #4: Security for the interface between 5G-RG and W-5GAN 

5.4.1
Key issue details

The scenarios described in clause 4.2.2 of TR 23.716 [2] introduce a new interface between 5G-RG and W-5GAN. It is understood that this interface seems to be under the responsibility of BBF. However, the traffic via the W-5GAN is destined to 5GC and therefore can have a security impact to the 5GC. 

This key issue studies the security, i.e. confidentiality, integrity and replay-protection, for the interface between 5G-RG and W-5GAN. 

5.4.2
Security threats

Without protection, an attacker may eavesdrop on or manipulate or replay the communication on the interface. Lack of security measures may also have an impact on 5GC.

5.4.3
Potential security requirements

Confidentiality protection, integrity protection and replay-protection shall be supported on the interface between 5G-RG and W-5GAN. 
Note: This interface is not defined in 3GPP. Thus the security for the interface is outside the scope of 3GPP. 

********END OF CHANGE********
_1615274210.vsd
5G-RG


3GPP Access


Data Network



