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1
Decision/action requested

Approve the pCR below
2

Rationale

This contribution proposes the security architecture of eLCS.
3
Detailed proposal
*** BEGIN CHANGES ***
6.Y
Solution #Y: <Solution Name>

6.Y.1
Introduction

In the current specification TR 33.814, there is no overall description of LCS security. In this contribution, it will propose an overall security analysis to address the key issue for ” security architecture of eLCS analysis”.

From the perspective of architecture, it shall authenticate the identity of an LCS client f or 5G eLCS. The GMLC (LCAF allocation) is responsible for providing access to the network and subscription authorization to a LCS client requesting Location Information of a specific UE. The GMLC uses the information stored in the LCS client subscription profile to verify whether it is allowed to request location information for the subscriber(s) specified in the LCS request. The Location Service Request message exchange between the LCS client and the LCS server over Le reference point. And it may be supported using the MLP standardized by OMA. The MLP specifies a group of application protocols, and describes how the location service with XML content is transmitted. While there is no security mechanism for the Le interface protection defined in the current specification.  As it is the first interface to connect with the external client, it needs to consider whether the security over the Le interface is within the 3GPP scope. Otherwise, if the location services client sends a location request to the GMLC for a location for the target UE identified by an GPSI or an SUPI, it may lead to the leakage of the user identity.
NR positioning can support network-assisted GNSS, OTDOA, enhanced cell ID, barometric pressure sensor, WLAN, Bluetooth, and TBS positioning methods. From the perspective of communication protocols, the LPP transferred information between the UE and the LMF as specified in TS 38.305. It carries  the transparent PDUs across intermediate network interfaces using the appropriate protocols, e.g., NAS/RRC over the LTE-Uu and NR-Uu interfaces, NGAP over the NG-C interface. The NRPPa carries information between the NG-RAN Node and the LMF. It carries the NRPPa PDUs over NG-C interface. For some positioning technologies, such as OTDOA and enhanced cell ID positioning methods, the security over air interface can be protected with RRC/NAS security. That is the positioning messages exchanged between UE and 5GC can be protected with RRC/NAS/NGAP security. While for other positioning technologies, such as WLAN and Bluetooth positioning methods, security the security over air interface is defined in IEEE and other standard group, which is also outside scope of 3GPP. And there is no potentially vulnerable link for eLCS. 
For 5GS, the attacks which are within the wired network can effectively be dealt with NDS methods or SBA domain security, which enables network functions of the SBA architecture to securely communicate within the serving network domain and with other network domains. 
For 5G location services, data security is the most important aspect. It needs to avoid location data leakage and personal privacy violations. The UDM/UDR is enhanced to support positioning assistance data storage, and support assistance data retrieval from other CP NFs. To ensure the secure storage, the location information is stored in the UDM/UDR, which is hosted in the secure environment in home network. The UE can provided the privacy profile to the network. Privacy requirements can be configured in the GMLC(HGMLC, in roaming case) or transferred from the UDM to the GMLC(HGMLC, in roaming case). The existing mechanism can guarantee the security of privacy setting.
In roaming case, as home control is provide during the NR authentication procedure specified in TS33.501. The trust relationship is established among the UE, the serving network and the home network. These three parties can be considered to be mutual trusted. That is, the NE in home network can trust the NE in serving network. So in the roaming scenario, the existing mechanism can guarantee the security for eLCS.
However, the security of broadcast assistance data  needs to be studied, as the new increased security requirements stated in TS22.071. And there are still unresolved issues about broadcast assistance data ciphering. The analysis and solution will be proposed in other contributions. 

6.Y.2
Solution details

Figure 1 gives an overview of security architecture for eLCS.

[image: image1.emf]UE RAN AMF

NAS security

UDM

N2 NL1

RRC security(may be with ciphered 

posSIB) or other standard group 

defined

LPP PUDs (transfer of assistance data)

VPLMN

HPLMN

SBA security

LMF

NaPPa PUDs

N8

NL2

Privacy check

Client HGMLC

NLh

Le

NEF AF N33

N52

VGMLC NL3


Figure 1 Security architecture for eLCS (Control plane)

The Location Service Request message exchange between the LCS client and the LCS server over the Le interface. The GMLC (LCAF allocation) is responsible for providing access to the network and subscription authorization to a LCS client requesting Location Information of a specific UE. The Le reference point may be supported using the MLP standardized by OMA. The MLP specifies a group of application protocols, and describes how the location service with XML content is transmitted. The GMLC uses the information stored in the LCS client subscription profile to verify whether it is allowed to request location information for the subscriber(s) specified in the LCS request. 
Editor’s Note: whether it needs to consider the security over the Le interface?
The LPP transferred information between the UE and the LMF. It carries  the transparent PDUs across intermediate network interfaces using the appropriate protocols, e.g., NAS/RRC over the LTE-Uu and NR-Uu interfaces, NGAP over the NG-C interface. The NRPPa carries information between the NG-RAN Node and the LMF. It carries the NRPPa PDUs over NG-C interface. For some positioning technologies, such as OTDOA and enhanced cell ID positioning methods, the security over air interface can be protected with RRC/NAS security. The positioning messages exchanged between UE and 5GC can be protected with RRC/NAS/NGAP security. While for other positioning technologies, such as WLAN and Bluetooth positioning methods, security the security over air interface is defined in IEEE and other standard group, which is outside scope of 3GPP. 

The wired network can be effectively be dealt with NDS me mechanism or SBA domain security, which enables network functions of the SBA architecture to securely communicate within the serving network domain and with other network domains.
For 5G location services, data security is the most important aspect. It need to avoid location data leakage and personal privacy violations. The UDM/UDR is enhanced to support positioning assistance data storage, and support assistance data retrieval from other CP NFs. To ensure the secure storage, the location information is stored in the UDM/UDR, which is host in the secure environment in home network. The UE can provided the privacy profile to the network. Privacy requirements can be configured in the GMLC(HGMLC, in roaming case) or transferred from the UDM to the GMLC(HGMLC, in roaming case).
In roaming case, as home control is provide during the NR authentication procedure specified in TS33.501. The trust relationship is established among the UE, the serving network and the home network. These three parties can be considered to be mutual trusted. The NE in home network can trust the NE in serving network. 
6.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
*** END OF CHANGES ***
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