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1
Decision/action requested

Approve the pCR below
2

Rationale

This contribution proposes a solution that addresses the key issue of security aspects of broadcast assistance data.
3
Detailed proposal
*** BEGIN CHANGES ***
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*** NEXT CHANGES ***
6.Y
Solution #Y: <Solution Name>

6.Y.1
Introduction

This solution addresses the key issue #x "security aspects of broadcast assistance data ", and focuses on ciphering key provision process.

In LTE TS 23.271 [m] specifies a procedure through which the keys used to encrypt broadcast positioning assistance data can be provisioned to the UEs that have subscribed to the location services in the serving PLMN.
TR 23.731 [4] studies the 5G LCS system from the perspective of 5GC. Conclusion has been made about which network functions should be used in the 5GS LCS system.
The solution proposes a ciphering key provision procedure for eLCS, which is based on the key delivery process specified in TS 23.271 [m] and the network functions defined in TR 23.731 [4].
6.Y.2
Solution details

The following procedure depicts a procedure that is used by the LMF and the AMF to distribute ciphering keys to UEs to enable UEs to decipher broadcast assistance data that was ciphered by the LMF. This procedure is not associated with a UE location session. The procedure makes use of the registration procedures defined in TS 23.502 [n].
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Figure 6.Y.2-1: Provisioning ciphering keys to UEs for broadcast assistance data
1.
The LMF sends a Ciphering Key Data message to the AMF carrying one or more ciphering keys used to cipher network assistance data that is broadcast to UEs. For each ciphering key, the LMF includes a ciphering key value, a ciphering key identifier, a validity period, a set of applicable tracking areas and a set of applicable types of broadcast assistance data.
2.
The AMF stores the ciphering keys including the validity periods, applicable tracking areas and the types of applicable broadcast assistance data.
3.
A UE sends a Registration Request to the NG-RAN. The Registration Request may be sent as part of normal mobility management, A Registration Request may also be sent specifically to request and obtain ciphering keys. The UE includes in the Registration Request an indication that ciphering keys are requested. Other details of the Registration Request are as defined in TS 23.502 [n].
NOTE 1:
A UE should request new ciphering keys using a Registration Request caused by expiration of the periodic registration timer if the remaining validity period for one or more ciphering keys received earlier by the UE is less than the periodic registration timer value. This can help avoid all UEs initiating a registration procedure at the same time to obtain new ciphering keys when a validity period for a ciphering key is about to expire. A UE should also request new ciphering keys for a Registration Request caused by entering a new tracking area if previous ciphering keys are not applicable to the new tracking area.

4.
The NG-RAN forwards the Registration Request to the serving AMF.
5.
The serving AMF returns a Registration Request to the NG-RAN as defined in TS 23.502 [n]. The MME includes in the Registration Accept one or more ciphering keys applicable to the current tracking area for the UE. The MME also includes for each ciphering key the ciphering key value, the ciphering key identifier, the validity period, the set of applicable tracking areas and the set of applicable types of broadcast assistance data.
NOTE 2:
The AMF does not need to keep a record of ciphering keys delivered to a UE and may instead send all ciphering keys stored at step 2 that are applicable to the current tracking area, for which the UE has a subscription and whose validity period had not yet expired.

6.
The NG-RAN forwards the Registration Accept to the UE. The UE may start to use each ciphering key to decipher network assistance data once the validity period for the ciphering key has started and if the UE is currently in an applicable tracking area. The UE shall cease using a ciphering key when entering a tracking area not applicable to the ciphering key. The UE shall cease using and shall delete a ciphering key when the validity period for the ciphering key has expired.
NOTE 3:
A UE that receives no ciphering keys in response to a request for ciphering keys may assume that the UE does not have a subscription to receive ciphering keys in the serving PLMN.

7.
The AMF deletes all information for a ciphering key when the validity period has expired.
6.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
*** END OF CHANGES ***
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