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1	Decision/action requested
This contribution proposes a new KI for eV2X TR 33.836.
2	References
[1]	3GPP TS 22.186: "Enhancement of 3GPP support for V2X scenarios; Stage 1".
[2]	3GPP TS 22.886: "Study on enhancement of 3GPP support for 5G V2X services".
3	Rationale					
Many new scenarios defined in TS 22.186 [1] and TR 22.886 [2], such as vehicular platooning incorporate human factor reliance. For example the driver of the lead vehicle of the platoon factors into the safety of platoon vehicles. Such human factor should also be considered during the security design of V2X communication.  
4	Detailed proposal
*************** Start of the Change ****************
5.X	Key Issue #X: Security visibility including human factors
5.X.1	Key issue details
Many new scenarios defined in TS 22.186 [1] and TR 22.886 [2], such as vehicular platooning and remote driving incorporate human factor reliance. For example the driving behavior of the lead vehicle of the platoon directly influences the safety of the following platoon vehicles. Such human factors should also be considered during the security design of V2X communication.  The user vehicles impacted by these drivers should be provided greater visibility that only trained drivers are authorized to access these services. 
5.X.2	Security threats
The lack of consideration of human factor may let the malicious drivers to cause potential accidents even with the existing security measures in place.
5.X.3	Potential security requirements
The 5G system shall provide a mechanism so that the users can be ensured that the human factor involved would not compromise their safety.
*************** End of the Change ****************


