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1
Decision/action requested

We propose to include a new key issue on groupcast security over PC5 in TR 33.836.
2
References

[xx]
3GPP TR 33.836 v0.0.0 Study on Security Aspects of 3GPP support for Advanced V2X Services
[yy]
3GPP TS 23.287 v0.3.0 Architecture enhancements for 5G System (5GS) to support Vehicle-to-Everything (V2X) services
3
Rationale
According to TS 23.287 [yy], V2X communication over NR PC5 supports unicast, groupcast, and broadcast mode of operation, while for NR Uu reference point, only unicast is supported in R16. In clause 6.3.2 of TS 23.287 [yy], an editor’s note says:

“Editor's note:
Whether the groupcast communication require security protection at link layer will be determined based on feedback from SA WG3”
Although it is decided that “V2X group management is carried out by the V2X application layer and is out of scope of this specification.” (Clause 6.3.2 of TS 23.287 [yy]), it still needs to consider security and privacy of groupcast mode of V2X communication over PC5 for following threats:

· User plane data exchanged by groupcast could be sensitive or private which needs to be shared only among the authorized members of the group. Attackers might try eavesdropping and abuse of user plane data, if it is not properly protected.
· Group ID information provided by V2X application layer is translated into the layer-2 IDs (see clause 6.3.2 and clause 5.6.1.3 of TS 23.287 [yy]). Unless the transition is carefully performed, the group membership of specific UEs could be disclosed. For example, attackers might be able to make an inquiry whether any member of certain group are exists in some location, or tack and narrow down UEs with multiple groups (by monitoring different group communication or making multiple inquiries for different groups)..
· Unlike V2X layers, AS layer might have a kind of group management for efficient control of radio resource. Information or signalling involved for groupcast at AS layer may provide a kind of clue for V2X UE identity in V2X communication. Also, any illegitimate use of groupcast resource by replay or service unavailability for authorized V2X UEs by illegitimate modification might be possible, if AS layer signaling is not protected. 
Note 1: User plane data exchanged by groupcast could be protected by application layer security mechanism, and it is proposed as out of scope.
Note 2: Security aspects of AS layer has dependency on the outcome of RAN work on groupcast mode over NR PC5. 
Therefore, it is only appropriate to include potential security requirements against security and privacy threats given above as a key issue in TR 33.836 [xx], although there might not need any new solutions for the requirements.
4
Detailed proposal

It is proposed to add the following new key issue on groupcast security and privacy in TR 33.836 [xx]. The whole text is new.
*** Start of the Change ***

5.X
Key Issue #X: Security and privacy of groupcast over PC5

5.X.1
Key issue details

According to TS 23.287 [yy], V2X communication over NR PC5 supports unicast, groupcast, and broadcast mode of operation, while for NR Uu reference point, only unicast is supported in this release. This key issue addresses security and privacy protection of groupcast over PC5. Groupcast is communication between members of the group, and the group management (e.g. a procedure to join a group) is performed at application layer.
5.X.2
Security threats

User plane data exchanged by groupcast could be sensitive or private which needs to be shared only among the authorized members of the group. Attackers might try eavesdropping and abuse of user plane data, if it is not properly protected.

Group ID information provided by V2X application layer is translated into the layer-2 IDs (see clause 6.3.2 and clause 5.6.1.3 of TS 23.287 [yy]). Unless the transition is carefully performed, the group membership of specific UEs could be disclosed. For example, attackers might be able to make an inquiry whether any member of certain group are exists in some location, or tack and narrow down UEs with multiple groups (by monitoring different group communication or making multiple inquiries for different groups)..
Unlike V2X layers, AS layer might have a kind of group management for efficient control of radio resource. Information or signalling involved for groupcast at AS layer may provide a kind of clue for V2X UE identity in V2X communication. Also, any illegitimate modification of signalling involved in group management might have impact on service availability for authorised group members.
5.X.3
Potential security requirements

User plane data exchanged by groupcast over PC5 shall be integrity protected.

NOTE:
User plane data protection will be performed at application layer and thus out of scope.

Group IDs over different layers shall be managed with the protection against tracking of V2X UEs in the group.

Group management signalling in AS layer shall be integrity protected and prevented from identification of specific V2X UEs.

Editor’s Note: Security aspects of groupcast at AS layer has dependency on the outcome of RAN work on groupcast mode of sidelink over NR PC5.

*** End of the Change ***

