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1. Overall Description:

Guidance – Include the document reference if this responds to an incoming LS.
Guidance – Inform clearly what is the oldest release for which this LS needs to be considered by the destination group(s)

Guidance – Inform clearly if the LS is only for information or ACTION [see 2. below]
SA3 thanks RAN2 for their LS on protection of PC5-RRC messages for sidelink unicast communication in S3-191145/S2-1812896.
Regarding the questions given in the LS, SA3 has the answers as follows:

Q1: RAN2 would like to ask SA3 whether or not ciphering and integrity protection should be applied to PC5-RRC messages for NR V2X unicast Sidelink Communication

A1: SA3 considers that in principle, ciphering and integrity protection should be applied to RRC messages, but it depends on information in PC5-RRC messages.
Q2: RAN2 would like to ask SA3 whether or not protection of PC5-RRC messages is performed by PDCP layer of NR PC5 interface, if PC5-RRC messages are protected.

A2: SA3 considers that it seems a reasonable assumption.

Q3: RAN2 would like to ask SA3 whether or not the security association established by PC5-S also protects the AS link layer on PC5 interface.

A3: SA3 understands that the given method could be one possibility considering ProSe security in EPS, but it is too early to determine at this stage, because it depends on details of PC5-S and PC5-RRC procedures.

Q4: RAN2 would like to ask SA3 whether or not the following PC5-RRC messages can be sent without protection before PC5 security association as in the answer for above Q1.

a) PC5-RRC message carrying UE Capability

b) PC5-RRC message carrying AS Configuration
A4: SA3 considers that it depends on the information included UE Capability and AS configuration whether or not PC5-RRC messages carrying UE Capability and/or AS configuration can be sent without protection.
As it can be seen in the answers for Q1, Q3, and Q4, SA3 thinks that more details are required on PC5-RRC messages and related procedures, for which RAN2 is kindly asked to provide to SA3 as soon as it is available.
2. Actions:

To RAN2 group.

ACTION: 

SA3 asks RAN2 to take the above information into account. 
SA3 asks RAN2 to provide further details for Q1, Q3, and Q4, considering answers given by SA3.
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