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Decision/action requested

This is a discussion paper for security of 5G multicast-broadcast services.
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Background
3GPP has originally developed the MBMS (Multicast/Broadcast Multimedia Subsystem) for 3G networks for video broadcasting and streaming services and later introduced the eMBMS (evolved MBMS) for EPS. Accordingly, MBMS security specification has been created for MBMS and improved for eMBMS for EPS, i.e. TS 33.246. In Rel-13 and Rel-14, the MBMS system has been updated to support new services such as Public Safety, NB IoT and V2X. TS 23.682 specifies architecture enhancements to facilitate communications with packet data networks and applications (e.g. MTC applications on the (external) network/MTC servers) where MBMS user service for UEs using power saving functions and group message delivery using MBMS are specified. Regarding to security aspects, there are several enhancements on V2X AS and xMB related security.

Some new work has been recently done to profile and optimize the MBMS service layer for resource-constrained IoT devices in TR 26.850. TS 22.185 "Service requirements for V2X services" requires that "The 3GPP system shall be able to distribute information in a resource efficient way to large numbers of UEs supporting V2X application". TS 23.285 specifies the V2X message reception via MBMS and procedure for V2X communication with MBMS with two localized MBMS deployment options to minimize the latency. In this case, the security framework of 5G multicast-broadcast services should be enhanced based on these new evolutions, e.g. ad-hoc multicast/broadcast streams, software delivery over wireless, group communications and broadcast/multicast IoT applications, V2X applications, public safety. Currently it is expected that the MBMS service will play an important role in 5G.
The goal of this paper is to discuss potential security requirements and enhancements in order to support the work that is already started in SA2. While the objective of SA2’s Study Item focuses on the architectural aspect of providing multicast/broadcast services leveraging the 5G framework already in place, that work should not be done without security input from SA3.  It means the security aspects of 5G MBMS should also be studied as early as possible if not in parallel with all the related studies which is in SA2 and RAN groups. The rest of this document analyses potential security impacts to 5G MBMS. Finally, this paper seeks the endorsement from SA3 to start looking at potential security impact of providing multicast/broadcast services in 5G.
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Discussion on Security enhancements of 5G MBMS
MBMS introduces the concept of a point-to-multipoint service into a 3GPP system. A requirement of a MBMS User Service is to be able to securely transmit data to a given set of users. That’s why a method of authentication, key distribution and data protection is needed for a MBMS User Service. In 5G, it’s necessary to provide the enhanced authentication procedure, key distribution and data protection methods.
Security Architectural impact

In TS 33.246 [3], the MBMS security architecture is based on the use of a BM-SC (Broadcast-Multicast Service Centre) to provided security services to the UEs. Whether BM-SC can be re-used or not depends also on the architectural studies under consideration in SA2 as well as any other impacts to protocol designs under consideration both in SA2 and RAN groups.
Observation 1: Will there be a BM-SC-like entity in 5G in order to support multicast/broadcast services. If yes, the authentication and key management procedures would need to be redesigned.
Authentication and key management procedure impacts
Should architecture and procedures in TS 33.246 [3] be considered for enhancement, the following would be impacted.  TS 33.246[3] describes that the UE and the BM-SC (Broadcast-Multicast Service Centre) use GBA to establish shared keys that are used to protect the point-to-point communication between the UE and the BM-SC. The BM-SC is responsible for establishing shared secrets with the UE using GBA, authenticating the UE with HTTP digest authentication mechanism, registering and de-registering UEs for MBMS User Services, generating and distributing the keys necessary for MBMS security to the UEs with MIKEY protocol and for applying the appropriate protection to data that is transmitted as part of a MBMS User Service. However, in 5G, there is an alternative bootstrapping authentication framework which is AKMA to replace GBA. In order to align with the AKMA, there are several security aspects need to be considered, for example: 
· How do the UE and the BM-SC establish the shared keys in 5G MBMS?
· How do the BM-SC authenticate the 5G MBMS User?
For UE side, if there are UICC based authentication and ME based authentication in AKMA, the security impact on UE side shall also take this into account.

Observation 2: According to TS 33.246, MBMS security architecture is based on GBA. However, in 5G, GBA should be replaced by AKMA which would have potential impacts on the old MBMS security framework.
Authorization of 5G MBMS Users and User Services
For MBMS/eMBMS, the BM-SC is required to provide the MBMS/eMBMS bearer authorization for UEs attempting to establish MBMS bearer. The BM-SC also verifies whether a user is authorized to register and receive keys for a MBMS User Service. However, in 5G, the concept of bear is not used anymore which is replaced by the concept of session. In case the session is introduced in 5G, the relevant session authorization procedure shall be addressed explicitly, which means the MBMS/eMBMS bear authorization procedure shall be considered in 5G to decide whether it’s still applied or 5G MBMS shall use the session authorization procedure. Moreover, the modifications need to be evaluated and specified based on 5G MBMS architecture.
Observation 3: Since the concept of session is used to describe the PDN connectivity which is different from the concept of EPS bearer, MBMS session authorization procedure shall be considered to apply into 5G MBMS architecture.
Interfaces security because of SBA/eSBA

In 5G MBMS, the interfaces security on the radio interface are clear, i.e., the radio interfaces shall be integrity, confidentiality and replay protected. User Identity (SUPI) is already concealed in 5G, perhaps the transfer of the identity should be simpler on this point if such identity transfer needs to be addressed for 5G MBMS.

On the other hand, serviced based interfaces are used in 5G. If the BM-SC is located in core network, the interfaces between BM-SC and other core network functions shall be protected based on SBA/eSBA security mechanisms. 
Moreover, this is related to the protection of the associated delivery procedures. Each procedure for 5G MBMS service traffic shall be transferred securely.

Observation 4: Interfaces security because of SBA/eSBA shall be considered on 5G MBMS.
Summary
In conclusion, SA3 should take the initiative to study the security aspects of the 5G MBMS, as stated in the new study item from SA2, and SA1, so that the 5G MBMS procedures defined in the SA2 and RAN groups are securely protected from the security point of view.

Proposal for endorsement:

It is proposed for endorsement from SA3 to start looking at potential security impact of providing multicast/broadcast services in 5G in order to support the work taken by SA2 and RAN working group.
