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1
Decision/action requested

This paper provide analysis for F1-U security when UE UP is e2e PDCP protected and request SA3 endorsement.
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3
Rationale
This contribution examine F1-U security threats and possible security requirements when the UE UP traffic is e2e PDCP protected. Three cases are examined as listed below.

Case No. 1: UE UP traffic is only e2e PDCP encrypted

In this case, since the UE UP traffic is being encrypted using PDCP between the UE and the gNB-CU, all the UE UP traffic is being transmitted over F1-U while being ciphered and never is available on the clear over F1-U. Although, the PDCP SN is transmitted on the clear, modifying or replaying any of the packets is impossible as the PDCP SN is used for generating the key stream during ciphering the PDCP PDU. In addition, no ability for passive attack by injecting Dl/UL UP traffic towards the UE and the gNB-CU, respectively.
Case No. 2: UE UP traffic is only e2e PDCP integrity protected

In this case, since the UE UP traffic is being only integrity protected using PDCP between the UE and the gNB-CU and not ciphered, information about the PDCP instance, e.g., UL/DL PDCP SN, at the UE/gNB-CU is available to the attacker. However, since all the UE UP traffic is being integrity protected, the attacker must have the Kupint key to be able to execute his attack of inserting bogus DL/UL UP traffic. Since the Kupint is NOT available to the attacker, the ability for an attacker to inject DL/UL traffic over F1-U is not possible.

Case No. 3: UE UP traffic is e2e PDCP encrypted and integrity protected
It is a straight forward conclusion that in this case, the attacker will not be able to inject bogus Dl/UL UP traffic over F1-U nor have the ability to eavesdrop on the UE UP traffic over the F1-U. Therefore, F1-U integrity protection is not required.
Observation No. 1:

In the case when the UE UP traffic is integrity protected and/or encrypted using e2e PDCP between the UE and the gNB-CU, no security threats is possible or has been identified over F1-U and thus no extra security measure is required over F1-U.
Observation No. 2:

When UE UP traffic is NOT being integrity protected but encrypted using e2e PDCP, no security threats is possible or has been identified over F1-U and thus no extra security measure is required over F1-U.
3.3 Conclusion
Proposal No. 1:

In the case when the UE UP traffic is integrity protected and/or encrypted using e2e PDCP between the UE and the gNB-CU, no security threats is possible or has been identified over F1-U on top of what is being possible over the NG-Uu between the UE and the gNB-DU. Thus, no extra security measure is required over F1-U.

4
Detailed proposal
1. SA3 is kindly requested to endorse the following proposal.
Proposal No. 1:

In the case when the UE UP traffic is integrity protected and/or encrypted using e2e PDCP between the UE and the gNB-CU, no security threats is possible or has been identified over F1-U on top of what is being possible over the NG-Uu between the UE and the gNB-DU. Thus, no extra security measure is required over F1-U.

2. SA3 is kindly requested to address and approve contributions S3-191253 which update the F1-U security requirements in clause 9.8.2 in TS33.501.
