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	Reason for change:
	During the discussion for securing F1-U interface where IPsec was recommended to be used for protecting F1-U, it was clearly understood by SA3 that end to end PDCP protection between the UE and the gNB-CU, meets all the security requirements for F1-U and no extra security mechanism is necessary or required to protect the F1-U interface traffic.

In addition, no security threats have been identified when the UE UP traffic is e2e PDCP integrity protected and/or encrypted between the UE and the gNB-CU.

This CR propose clarification to capture SA3 understanding in TS33.501 under clause 9.8.2.
In addition, during SA3#91bis, SA3 agreed that it is optional to use IPSec to secure F1-U and it is optional to use IPsec or DTLS to secure F1-C. The current text is missleading and does not reflect the SA3 decision.



	
	

	Summary of change:
	Clarify that e2e PDCP protection between the UE and the gNB-CU meets all the security requirement of F1-U interface and no additional security mechanism is required to protect F1-U interface. 
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*********** START OF 1st CHANGES ***********
9.8.2
Security mechanisms for the F1 interface
The F1 interface connects the gNB-CU to the gNB-DU. It consists of the F1-C for control plane and the F1-U for the user plane.

It is optional to protect the traffic on the F1-U interface.  when IPsec is used to protect the F1-U interface, IPsec ESP and IKEv2 certificates-based authentication shall be supported as specified in sub-clause 9.1.2 of the present document with confidentiality, integrity and replay protection. 
In the case when end to end PDCP integrity protection and/or encryption between the UE and the gNB-CU is enabled and used, no extra security solutions is required to protect F1-U interface.
In order to protect the traffic on the F1-C interface, IPsec ESP and IKEv2 certificates-based authentication shall be supported as specified in sub-clause 9.1.2 of the present document with confidentiality, integrity and replay protection. 
IPsec is mandatory to implement on the gNB-DU and on the gNB-CU. On the gNB-CU side, a SEG may be used to terminate the IPsec tunnel.
In addition to IPsec, for the F1-C interface, DTLS shall be supported as specified in RFC 6083 [58] to provide integrity protection, replay protection and confidentiality protection. Security profiles for DTLS implementation and usage shall follow the provisions given in TS 33.310 [5], Annex E.

NOTE 1: 
The use of transport layer security, via DTLS, does not rule out the use of network layer protection according to NDS/IP as specified in TS 33.210 [3]. In fact, IPsec has the advantage of providing topology hiding.
NOTE 2: 
The use of cryptographic solutions to protect F1 is an operator's decision. In case the gNB has been placed in a physically secured environment then the 'secure environment' includes other nodes and links beside the gNB.
NOTE 3: 
The security considerations for DTLS over SCTP are documented in RFC 6083 [58]. 
************ END OF 1st CHANGES ************

