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1
Decision/action requested

SA3 is kindly asked to endorse the proposals described below.
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3
Rationale

GSMA 5GJA has requested two points for protection of the N9 interface: 
A)
N9 UP traffic protection (integrity, confidentiality).

B)
Protection of the PLMN at the network edge, by only allowing GTP-U traffic into the network to which a successfully established corresponding N32 session exists.

Regarding A: 

· There are two options regarding placement of the traffic protection termination point: UPF or a separate edge device, e.g. a SeG for userplane (SeGUP). Either option has its benefits, so this should be a deployment option. 

· The traffic protection mechanisms should reuse existing protocols. IPsec (as used in NDS/IP) or DTLS are well established for this purpose. However, only one option should be picked, as otherwise both would need to be supported and operated.
· Keying of the traffic protection should leverage the mechanisms in place for SEPP-SEPP communication, e.g. by reusing the certificates that are used for SEPP-SEPP communication.

· Extensibility/Dynamicity of N9 traffic protection:

· Currently there are no business cases that would require session-based enabling of protection. IPsec or DTLS would be flexible enough to provide separate slices with enabled or disabled protection. 

Regarding B: 

· If one were to use a separate edge device as a firewall, it would have to receive a copy of all relevant N4 traffic in addition to being on the N9 interface. This may be detrimental to the security of the N4 traffic. Furthermore, it is unclear whether race conditions could exist or other times, at which state in the UPF and the separate edge device.

· UPF functionality as described in 3GPP specifications is very similar to a firewall functionality, because there is no control plane implementation in the UPF. UPF has all necessary subscriber state already. Therefore, a UPF can perform the filtering based on subscriber state. When used in conjunction with N9 traffic protection, the UPF could even authenticate the source by IP address, as source IP address will have been authenticated against the peer. If there is additional functionality required by the user plane function (e.g. PGW functionality including control plane), it would be advantageous to have one UPF at the network edge as a filtering device and a second cascaded UPF to perform the additional functionality. 
Further aspects to consider:
· Integration with existing GTP FW should be possible

· SEG should use existing key material that is used by SEPP

· Automated distribution without extra operational overhead is advantageous in operation. It is therefore FFS whether a new interface between SEPP – SeGUP is required.

4
Detailed proposal

It is proposed to endorse the following:
1. Decide to standardize the use of either IPsec or DTLS for user plane traffic protection and adapt SA3 specifications accordingly.
2. The stateful filtering functionality at the network edge (beyond pure IP filtering) is performed by a UPF with an N4 interface. This UPF may be dedicated to stateful filtering, with a cascaded UPF for other functionality.
