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Decision/action requested

Approve update to solution #17 – efficient key derivation for e2e security
2
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3
Rationale

This contribution provides an update of solution #17 – efficient key derivation for e2e security. In this update a number of editor’s notes are resolved and an alignment is made of the terminology with other solutions. In particular:
-
The solution addresses the EAP-AKA' authentication procedure (in addition to the 5G AKA procedure).

-
The solution address the privacy concerns about the user identity and other sensitive information.

-
The solution uses the terms AAuF, AApF, KAKMA and KAF instead of the previously used terms.

-
The solution shows the integration of the AKMA authentication and key agreement with the primary authentication and key agreement and thereby resolves the relationship between AAuF and SEAF.
4
Detailed proposal
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6.17
Solution #17: Efficient key derivation for end-to-end security

6.17.1
Introduction

This solution addresses Key Issues #1, #3, #4, #5. For key derivation for end-to-end security a solution is given that adds only a minimal amount of extra communication between the UE and the 3GPP network. The solution is based on the standard primary authentication and key agreement between UE and the 3GPP network as described in TS 33.501 [10]. In addition it uses an enterprise key KEnterprise that is pre-shared between UE and and AKMA Application Function (AApF) in order to derive an end-to-end encryption key KE2Eenc and an end-to-end integrity key KE2Eint. These two end-to-end keys may be used to protect the communication between the UE and the AApF. This is similar to the use of such keys as described in TS 33.163 [3].
6.17.2
Solution details

6.17.2.1
Architecture

The AKMA reference architecture assumed for this solution is as depicted in Figure 6.17.2.1-1. It assumes the existence of an AKMA Authentication Function (AAuF) connected to the SEAF and to the AUSF. Moreover the AAuF has connections to one or more AKMA Application Functions (AApF). The UE has control plane connectivity to the AAuF via the SEAF and it has user plane connectivity to the AApF directly.
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Figure 6.17.2.2.1-1: AKMA reference architecture
6.17.2.2
Procedures

6.17.2.2.1 Information flows
The information flows describing the solution are depicted in Figure 6.17.2.2.1-1, Figure 6.17.2.2.1-2, Figure 6.17.2.2.1-3, and Figure 6.17.2.2.1-3. The first diagram depicts the initiation of the primary authentication and key agreement procedure using the AKMA Authentication Function (AAuF) between SEAF and AUSF. The second and third diagram depict the authentication procedures for EAP-AKA' and 5G-AKA, respectively, using the AAuF between SEAF and AUSF. The fourth diagram depicts the the calculation of the end-to-end encryption and integrity keys.
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Figure 6.17.2.2.1-1: Initiation of authentication and selection of authentication method with AKMA additions
The initiation of authentication and selection of authentication method with AKMA additions works as follows, cf. Figure 6.17.2.2.1-1:
The SEAF receives a message from the UE during a procedure establishing a signalling connections (over N1). In the message the UE shall use the SUCI or 5G-GUTI in the Registration Request. In addition it also includes a AKMA Application Function ID (AApF ID). This information elements indicates to the SEAF that it shall involve an AKMA Authentication Function (AAuF) and it informs the AAuF for which AApF the AKMA authentication needs to be provided.
The SEAF shall invoke the Naauf_UEAuthentication service by sending a Naauf_UEAuthentication_Authenticate Request message to the AAuF. The SEAF shall include either the SUCI or the SUPI according to TS 33.501 [10], the serving network name according to TS 33.501 [10], and the AApF ID received from the UE.
The AAuF shall invoke the Nausf_UEAuthentication service by sending a Nausf_UEAuthentication_Authenticate Request message to the AUSF, and include the SUCI, SUPI and/or SN-name according to TS 33.501 [10].

After performing the appropriate checks according to TS 33.501 [10], the AUSF invoke the Nudm_UEAuthentication_Get service by sending a Nudm_UEAuthentication_Get Request to the UDM/ARPF. This message shall include the SUCI, SUPI and/or serving network name according to TS 33.501 [10].

Upon reception of the Nudm_UEAuthentication_Get Request, the UDM shall invoke SIDF if a SUCI is received. SIDF shall de-conceal SUCI to gain SUPI before UDM can process the request.

Based on SUPI, the UDM/ARPF shall choose the authentication method, based on the subscription data. 
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Figure 6.17.2.2.1-2: Authentication procedure for EAP-AKA' with AKMA additions
The authentication procedure for EAP-AKA' with AKMA additions works as follows, cf. Figure 6.17.2.2.1-2:
1. The UDM/ARPF shall first generate an authentication vector with Authentication Management Field (AMF) separation bit = 1 as defined in TS 33.102 [xx]. The UDM/ARPF shall then compute CK' and IK' as per the normative Annex A of TS 33.501 [10] and replace CK and IK by CK' and IK'. 

2. The UDM shall subsequently send this transformed authentication vector AV' (RAND, AUTN, XRES, CK', IK') to the AUSF from which it received the Nudm_UEAuthentication_Get Request together with an indication that the AV' is to be used for EAP-AKA' using a Nudm_UEAuthentication_Get Response message. 
In case SUCI was included in the Nudm_UEAuthentication_Get Request, UDM will include the SUPI in the Nudm_UEAuthentication_Get Response.
3. The AUSF shall send the EAP-Request/AKA'-Challenge message to the AAuF in a Nausf_UEAuthentication_Authenticate Response message.
4. The AAuF shall transparently forwared the EAP-Request/AKA'-Challenge message to the SEAF in a Naauf_UEAuthentication_Authenticate Response message.
5. The SEAF shall transparently forward the EAP-Request/AKA'-Challenge message to the UE in a NAS message Authentication Request message. The ME shall forward the RAND and AUTN received in EAP-Request/AKA'-Challenge message to the USIM. This message shall include the ngKSI and ABBA parameter. ngKSI will be used by the UE and AMF to identify the partial native security context that is created if the authentication is successful. The SEAF shall set the ABBA parameter as defined in Annex A.7.1 of TS 33.501 [10].
6. At receipt of the RAND and AUTN, the USIM shall verify the AUTN and the freshness of the AV' by checking whether AUTN can be accepted as described in TS 33.102 [xx]. If so, the USIM computes a response RES. The USIM shall return RES, CK, IK to the ME. If the USIM computes a Kc (i.e. GPRS Kc) from CK and IK using conversion function c3 as described in TS 33.102 [xx], and sends it to the ME, then the ME shall ignore such GPRS Kc and not store the GPRS Kc on USIM or in ME. The ME shall derive CK' and IK' according to Annex A.3 of TS 33.501 [10].
7. The UE shall send the EAP-Response/AKA'-Challenge message to the SEAF in a NAS message Authentication Response message.

8. The SEAF shall transparently forward the EAP-Response/AKA'-Challenge message to the AAuF in a Naauf_UEAuthentication_Authenticate Request message.
9. The AAuF shall transparently forward the EAP-Response/AKA'-Challenge message to the AUSF in a Nausf_UEAuthentication_Authenticate Request message.
10. The AUSF shall verify the message, and if the AUSF has successfully verified this message it shall continue as follows, otherwise it shall return an error to the SEAF via the AAuF. AUSF shall inform UDM about the authentication result (see sub-clause 6.1.4 of TS 33.501 [10] for details on linking authentication confirmation). 

11. The AUSF and the UE may exchange EAP-Request/AKA'-Notification and EAP-Response /AKA'-Notification messages via the AAuF and SEAF. The AAuF and SEAF shall transparently forward these messages. 

12. The AUSF derives EMSK from CK’ and IK’ as described in RFC 5448 [yy] and Annex F of TS 33.501 [10]. The AUSF uses the most significant 256 bits of EMSK as the KAUSF and then calculates KSEAF from KAUSF as described in clause A.6 of TS 33.501 [10]. The AUSF shall also calculate KAKMA from KAUSF. The AUSF shall send an EAP Success message to the AAuF inside Nausf_UEAuthentication_Authenticate Response, which shall forward it transparently to the SEAF. Nausf_UEAuthentication_Authenticate Response message contains the KSEAF and KAKMA. If the AUSF received a SUCI from the SEAF when the authentication was initiated (see sub-clause 6.1.2 of TS 33.501 [10]), then the AUSF shall also include the SUPI in the Nausf_UEAuthentication_Authenticate Response message. 
NOTE 1: 
The use of the KAKMA for deriving further keys is explained later in this solution.
Editor’s note: the method for calculating KAKMA from KAUSF is FFS.
13. The SEAF shall transparently forward the EAP Success message to the SEAF in a Naauf_UEAuthentication_Authenticate Response message. The Naauf_UEAuthentication_Authenticate Response message contains the KSEAF. The Naauf_UEAuthentication_Authenticate Response message shall contain the SUPI if the SUPI was received in the Nausf_UEAuthentication_Authenticate Response message. The Nausf_UEAuthentication_Authenticate Response message shall also contain a temporary user identifier Temp ID. The Temp ID is used by the UE in the communication with AApF.
14.
The SEAF shall send the EAP Success message to the UE in the N1 message. This message shall also include the ngKSI and the ABBA parameter. The SEAF shall set the ABBA parameter as defined in Annex A.7.1 of TS 33.501 [10]. The message shall also contein Temp ID parameter received from the AAuF.
The key received in the Naauf_UEAuthentication_Authenticate Response message shall become the anchor key, KSEAF in the sense of the key hierarchy in sub-clause 6.2 of TS 33.501 [10]. The SEAF shall then derive the KAMF from the KSEAF, the ABBA parameter and the SUPI according to Annex A.7 of TS 33.501 [10] and send it to the AMF. On receiving the EAP-Success message, the UE derives EMSK from CK’ and IK’ as described in RFC 5448 [yy] and Annex F of TS 33.501 [10]. The ME uses the most significant 256 bits of the EMSK as the KAUSF and then calculates KSEAF in the same way as the AUSF. The UE shall derive the KAMF from the KSEAF, the ABBA parameter and the SUPI according to Annex A.7 of TS 33.501 [10]. The UE shall also calculate the KAKMA from the KAUSF in the same way as the AUSF.
NOTE 2: 
The use of the KAKMA for deriving further keys is explained later in this solution.
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Figure 6.17.2.2.1-3: Authentication procedure for 5G AKA with AKMA additions
The authentication procedure for 5G AKA with AKMA additions works as follows, cf. Figure 6.17.2.2.1-3:
1.





For each Nudm_Authenticate_Get Request, the UDM/ARPF shall create a 5G HE AV. The UDM/ARPF does this by generating an AV with the Authentication Management Field (AMF) separation bit set to "1" as defined in TS 33.102 [xx]. The UDM/ARPF shall then derive KAUSF (as per Annex A.2 of TS 33.501 [10]) and calculate XRES* (as per Annex A.4 of TS 33.501 [10]). Finally, the UDM/ARPF shall create a 5G HE AV from RAND, AUTN, XRES*, and KAUSF.


2.
The UDM shall then return the 5G HE AV to the AUSF together with an indication that the 5G HE AV is to be used for 5G-AKA in a Nudm_UEAuthentication_Get Response. In case SUCI was included in the Nudm_UEAuthentication_Get Request, UDM will include the SUPI in the Nudm_UEAuthentication_Get Response.  

3.
The AUSF shall store the XRES* temporarily. The AUSF shall compute the HXRES* from XRES* and KAnchor Function from KAUSF. 
The AUSF shall then generate the 5G AV from the 5G HE AV received from the UDM/ARPF by computing the HXRES* from XRES* (according to Annex A.5 of TS 33.501 [10]) and KSEAF from KAUSF (according to Annex A.6 of TS 33.501 [10]), and replacing the XRES* with the HXRES* and KAUSF with KSEAF in the 5G HE AV. The AUSF shall also calculate KAKMA from KAUSF.

NOTE 3: 
The use of the KAKMA for deriving further keys is explained later in this solution.
Editor’s note: the method for calculating KAKMA from KAUSF is FFS.

4.
The AUSF shall then create a 5G SE AV by removing the KSEAF and return the 5G SE AV (RAND, AUTN, HXRES*) to the AAuF in a Nausf_UEAuthentication_Authenticate Response message. 


5.
The AAuF shall transparently forward the 5G SE AV to the SEAF in a Naauf_UEAuthentication_Authenticate Response message


6.
The SEAF shall send RAND, AUTN to the UE in a NAS message Authentication Request. This message shall also include the ngKSI that will be used by the UE and AMF to identify the KAMF and the partial native security context that is created if the authentication is successful. This message shall also include the ABBA parameter. The SEAF shall set the ABBA paremeter as defined in Annex A.7.1 of TS 33.501 [10]. The ME shall forward the RAND and AUTN received in NAS message Authentication Request to the USIM.

7.
At receipt of the RAND and AUTN, the USIM shall verify the freshness of the 5G AV by checking whether AUTN can be accepted as described in TS 33.102 [xx]. If so, the USIM computes a response RES. The USIM shall return RES, CK, IK to the ME. If the USIM computes a Kc (i.e. GPRS Kc) from CK and IK using conversion function c3 as described in TS 33.102 [4], and sends it to the ME, then the ME shall ignore such GPRS Kc and not store the GPRS Kc on USIM or in ME. The ME then shall compute RES* from RES according to Annex A.4 of TS 33.501 [10]. The ME shall calculate KAUSF from CK||IK according to clause A.2 of TS 33.501 [10]. The ME shall calculate KSEAF from KAUSF according to clause A.6 of TS 33.501 [10]. An ME accessing 5G shall check during authentication that the "separation bit" in the AMF field of AUTN is set to 1. The "separation bit" is bit 0 of the AMF field of AUTN. The ME shall also calculate the KAKMA from KAUSF in the same way as the AUSF.

NOTE 4: 
The use of the KAKMA for deriving further keys is explained later in this solution.

8.
The UE shall return RES* to the SEAF in a NAS message Authentication Response.

9.
The SEAF shall then compute HRES* from RES* according to Annex A.5 of TS 33.501 [10], and the SEAF shall compare HRES* and HXRES*. If they coincide, the SEAF shall consider the authentication successful from the serving network point of view. If not, the SEAF proceed as described in sub-clause 6.1.3.2.2 of TS 33.501 [10]. If the UE is not reached, and the RES* is never received by the SEAF, the SEAF shall consider authentication as failed, and indicate a failure to the AUSF via the AAuF.


10.
The SEAF shall send RES*, as received from the UE, in a Naauf_UEAuthentication_Authenticate Request message to the AAuF.
11.
The AAuF shall transparently forward the RES*, as received from SEAF, to the AUSF in a Nausf_UEAuthentication_Authenticate Request message.

12.
When the AUSF receives as authentication confirmation the Nausf_UEAuthentication_Authenticate Request message including a RES* it may verify whether the AV has expired. If the AV has expired, the AUSF may consider the authentication as unsuccessful from the home network point of view. AUSF shall compare the received RES* with the stored XRES*. If the RES* and XRES* are equal, the AUSF shall consider the authentication as successful from the home network point of view.AUSF shall inform UDM about the authentication result (see sub-clause 6.1.4 of TS 33.501 [10] for linking with the authentication confirmation).

13.
The AUSF shall indicate to the AAuF in the Nausf_UEAuthentication_Authenticate Response whether the authentication was successful or not from the home network point of view. If the authentication was successful, the KSEAF shall be sent to the SEAF in the Nausf_UEAuthentication_Authenticate Response. In case the AUSF received a SUCI from the SEAF in the authentication request (see sub-clause 6.1.2 of TS 33.501 [10]), and if the authentication was successful, then the AUSF shall also include the SUPI in the Nausf_UEAuthentication_Authenticate Response message. The AUSF shall also include the KAKMA in the  Nausf_UEAuthentication_Authenticate Response.
14.
The AAuF shall forward the Nausf_UEAuthentication_Authenticate Request message, as received from SEAF, to the SEAF in a Naauf_UEAuthentication_Authenticate Request message. The Naauf_UEAuthentication_Authenticate Request message message shall not contain the KAKMA and it shall contain a temporary user identifier Temp ID. The Temp ID is used by the UE in the communication with AApF.
15. The SEAF shall send the Temp ID in a NAS message to the UE.
NOTE 5:
Step 15 could be NAS Security Mode Command.

The authentication procedure for EAP-AKA' and 5G AKA are similar to the primary authentication and key agreement procedures described in TS 33.501 [10], with the following differences:

· An AKMA Authentication Function (AAuF) is used between SEAF and AUSF.
· The UE includes an AKMA Application Function ID (AApF ID) in the initial request, cf Figure 6.17.2.2.1-1. The AApF ID is used on the one hand to indicate to the SEAF that an AAuF needs to be involved in the authentication, and on the other hand it provides the AAuF information about the AApF for which the KAF needs to be derived.
· The AUSF shall derive/calculate a KAKMA and include this in the communication to the AAuF.

· The SEAF shall forward the Temp ID, that it receives from the AAuF, to the UE.
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Figure 6.17.2.2.1-4: Calculation of the end-to-end encryption and integrity keys 
The calculation of the end-to-end encryption and integrity keys works as follows, cf. Figure 6.17.2.2.1-4:
1.
The UE calculates the KAF from KAKMA depending on the AApF ID used in the authentication described before. The UE associates the KAF with the Temp ID received during the authentication.
Editor’s note: the method for calculating KAF from KAKMA is FFS.
2.
The AAuF calculates the KAF from KAKMA depending on the AApF ID received in the authentication described before. The AAuF assiocated the KAF with the Temp ID used in the authentication.
Editor’s note: the method for calculating KAF from KAKMA is FFS.
3.
The AAuF sends the KAF and associated Temp ID to the appropriate AApF (corresponding to the AApF ID received durint the authentication).

4.
The UE calculates the KE2Eint and KE2Eenc from the corresponding KAF and the pre-shared KEnterprise according to the key hierarchy described in clause 6.17.2.2.2. These keys are associated with the Temp ID used in the authentication.
5.
The AApF calculates the KE2Eint and KE2Eenc from the corresponding KAF and the pre-shared KEnterprise according to the key hierarchy described in clause 6.17.2.2.2. These keys are associated with the Temp ID used in the authentication.

6.
The AApF may optionally send a response to the received message from the AAuF.




6.17.2.2.2 Key hierarchy
The key hierarchy explaining the dependency of the various keys is depicted in Figure 6.17.2.2.2-1.
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Figure 6.17.2.2.2-1: key hierarchy for battery efficient AKMA

The above key hierarchy is similar to the one described in TS 33.163 [3].

Editor’s note: the exact derivation of the keys KAKMA, KAF, KE2Eenc, and KE2Eint is FFS.

Editor’s note: what are the benefits of this solution when compared to other solutions is FFS.
6.17.3
Evaluation
This solution provides an efficient AKMA authentication method based a few additions to the standard primary authentication and key agreement procedures (both for EAP-AKA' and for 5G AKA).
This solution provides a key agreement method involving the use of pre-shared keys in the UE and the AKMA Application Function.
This solution does not address the aspect of AKMA key life times, key refresh and key revocation.
Editor’s note: further evaluation of this solution is FFS.

*** End of Second Change ***
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Temp ID)
11. Optional exchange of further EAP messages
14. <N1 message> (EAP Success, ngKSI, ABBA,
Temp ID)



UE
Anchor Function
18. Response
14. Calculate KEAS
19. Calculate KE2Eint, KE2Eenc
EAS
15. EAS Session Request
(KEAS)
17. EAS Session Start
16. Calculate KE2Eenc, KE2Eint



SEAF
UE
AUSF
UDM/ARPF/SIDF
<N1 message>
(SUCI or 5G-GUTI,
AApF ID)


Nudm_UEAuthentication_ Get Request
(SUCI or SUPI, SN name)
1. [SUCI to SUPI de-concealment]
2. Authentication Method Selection
Naauf_UEAuthentication_ Authenticate Request
(SUCI or SUPI, SN-name,
AApF ID)
AAuF

Nausf_UEAuthentication_ Authenticate Request
(SUCI or SUPI, SN-name)



KEAS
KE2Eenc
KE2Eint
EAS
Anchor function
AUSF
ME
ME
ME
UE side
Network side
K
5G AKA
EAP-AKA'
USIM
ME
UDM/ARPF
UDM/ARPF
CK, IK
KAUSF
KAnchor function
CK', IK'
KAUSF
KEnterprise



UE
Anchor Function
AUSF
UDM/ARPF
7. Authentication Request (RAND, AUTN)
4. Nudm_UEAuthentication_
Get Response
(5G HE AV=RAND, AUTN, XRES*, and KAUSF)
6. Nausf_UEAuthentication_Authenticate Response (5G AV=RAND, AUTN, HXRES* )
8. Verity AUTN, compute RES, RES*
9. Authentication Response (RES*)
10. Calculate HRES* and compare to HXRES*
1. Request 
(user identity, enterprise id)
2. Nausf_UEAuthentication_
Authenticate Request 
(user identity, Anchor Function identifier)
3. Nudm_UEAuthentication_
Get Request 
 (user identity, Anchor Function identifier)
14. Calculate KEAS
5. Store XRES*, Calculate HXRES*
11. Nausf_UEAuthentication_Authenticate Request (RES*)
12. RES* Verification
13. Nausf_UEAuthentication_Authenticate Response (Result, KAnchor Function)



