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1
Decision/action requested

This contribution proposes to add evaluation for solution #17 of TR 33.861.
2
References

3
Rationale





The contribution proposes to add evaluation for solution #17, including requirement, benefit, and drawbacks.
4
Detailed proposal
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6.17
Solution #17: Solution to Mitigate DDoS Attack based on RAN caused by Massive Number of Misbehaving CIoT UEs

6.17.1
Introduction

This solution addresses the key issue #4 “Signalling overload due to Malicious Applications on the UE”. The RAN is able to protect itself against overload case caused by massive number of misbehaving CIoT UEs.
The solution assumes that the attacker controls massive infrequest CIoT UEs who send the user data in NAS signallings by having access to the application on the UE, and the UE part that is responsible for executing the radio instructions remains untouched. When the misbehaving CIoT UEs controlled by the attacker trigger a DDoS attack to the external AF, the RAN is a potential victim due to the need to pass heavy NAS traffic flow across the RAN given there are sufficiently large number of misbehaving UEs served by the same RAN. The RAN has high risk of overload due to highly faster data transmission rate than 4G.

This solution provides mechanism for RAN to reject the malicious CIoT UEs in case of overload. Detection function (DF) detects potential malicious i CIoT UEs and reports the UE list to the AMF, the AMF distributes part of the UE list to the affected RAN.

RAN will handle the list based on RAN status, when the RAN works well, it does not handle the potential malicous UEs, because DF may not detect the UEs with 100% precision. Only in case that RAN is going to be overloaded, it may handle these potential malicious UEs with high priority so that the RAN has more resource for normal UEs. When the RAN recoveys, the mitigation will be stopped. It is a balance between UE and RAN usability, and it is a way to reduce impact of UE’s normal service.

6.17.2
Solution details

6.17.2.1
Architecture
The solution is used to mitigate potential DDoS attack on the RAN caused by a huge number of misbehaving CIoT UEs.
The detection function (DF) could detect misbehaving UEs and outputs their misbehaviours (e.g. DDoS attack) to AMF. The DF can be NWDAF, and could identify malicious UEs as defined in TS 23.288 [12].Based on the received report from DF, AMF makes decisions whether to control the UEs in the RAN. For example, if there are plenty of misbehaving UEs in the same RAN who are controlled to attack an external AF, it may be also a potential DDoS attack to the RAN, the AMF may set a blacklist on the RAN to reject the malicious CIoT UEs in overload case.

6.17.2.2
Procedure

The RAN-based mechanism to mitigate DDoS attack is depicted in figure 6.17.2.2-1. 
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Figure 6.17.2.2-1: RAN-based Mechanism to Mitigate DDoS Attack

0. CIoT UE was received a 5G-GUTI when the UE registrated to the network. When the misbehaving UEs are attacking an AF, the UEs are in CONNECTED and continuously send the NAS messages, and RAN will maintain some UE context for i CIoT UEs.
1. The DF may detect DDoS attack, e.g. as mentioned in solution 16. 

2. DF sends the detection report to  AMF, which includes misbehaving UE IDs.

3. If large number of the malicious UEs are in the same RAN) (exceed a specific threshold), the AMF shall get the RAN UE NGAP IDs from UE contexts and construct a list, then notify the list to the specific RAN node).
4.  The AMF sends the list to the RAN.

5. The RAN stores the  RAN UE NGAP ID list in blacklist. The RAN may setup a timer for the blacklist. When the timer is expired, the list shall be deleted. However, when the RAN is overloaded, the timer may be reset, extending the validity of the blacklist for another timer cycle.

6. When the RAN experiences to be overloaded, the RAN performs the mitigation procedures as described from step 7 to step 10. However, when the RAN is still operating normally, e.g. isolated DoS attack does not impact RAN performance, previous mitigation eased overloading, etc., the mitigation procedure shall not be performed.

NOTE 1:  This mechanism is to protect the RAN from being overloaded caused by massive CIoT UEs. It is assumed that the misbehaving UEs will not move together, moved UEs will not significantly affect the other RAN. Thus, the black list is not needed to be shared with other RAN.

7. The RAN may release the RRC connection identified by the stored blacklist if the UE is in CONNECTED.
8. The UE who is commanded to trigger a DDoS attack may re-connect to the RAN immediately. The UE sends RRC Connection Setup with S-TMSI to the RAN.
9. The RAN in overload case, compares S-TMSI the blacklist, if the UE indicated by S-TMSI is in the blacklist, the RAN shall reject the UE with a wait timer, and the wait timer may be max value as specified in TS 38.331 [13].
10. The RAN sends RRC Reject message to the UE with the wait timer, and the UE shall not connect to the RAN again during the wait timer period. The misbehaving UE will be rejected by the RAN, and the RAN will not waste resources to establish a UE context for the misbehaving UE.

Editor’s Note: How UEs are removed from the blacklist is FFS.

6.17.3
Evaluation


The solution fulfils the potential security requirements of KI#4. The 5G network entity, RAN could be able to protect itself from signalling overload. 
When the RAN is overloaded, the RAN may control the misbehaving UEs received from DF, which means the RAN protects itself from signalling overload. The benefits and drawbacks are as follows:
Benefits: 

1. Guarantee RAN usability: RAN can protect itself without any UE change from draining resource caused by massive malicious CIoT UEs without any UE change.

2. Guarantee UE usability: DF cannot guarantee 100% precision, and the misinformation exists. In order to mitigate UE impact caused by the manslaughter, the RAN will not launch the blacklist to isolate the UEs if the RAN is not overloaded. The solution will mitigate unnecessary complaint caused by manslaughter.

Drawbacks:
The RAN will not control the misbehaving UEs immediately, instead, if the RAN could tolerate the attack, the mitigation will not be triggered, and the malicious data flow will congest on the NEs behind. Thus, AMF, may not be protected. 
Maintaining the blacklist introduces some overhead.
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