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2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TR 33.916: "Security Assurance Methodology for 3GPP network products classes".
[3]
3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".

[4]
3GPP TR 33.821: "Rationale and track of security decisions in Long Term Evolution (LTE) RAN/3GPP System Architecture Evolution (SAE)".

[5]
3GPP TS 33.116: "Security Assurance Specification for MME network product class".
[X1]
3GPP TS 33.514: "5G Security Assurance Specification (SCAS) for the UDM network product class"

[X2]
3GPP TS 23.501 v15: "System Architecture for 5G System; Stage 2"
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X.2
Assets and threats specific to the UDM
X.2.1
Critical assets

In addition to the critical assets of a GNP has been described in clause 5.2 of the present document, the critical assets specific to the UDM to be protected are:
-
UDM Application;

-
User Subscription Data: e.g. subscriber's identities (e.g. SUPI), Subscription related data (e.g., Credentials, Access and Mobility Subscription data, SMF Selection Subscription data, UE context in SMF data, authentication status, etc), etc.
-
The interfaces of UDM to be protected and which are within SECAM scope: 
-
Service based interface, Nudm, for providing services forto AMF, SMF, AUSF, NEF, PCF, GMLC, SMSF

-
Service based interface for consuming services from AMF, AUSF, UDR, NRF.

-

Console interface, for local access: local interface on UDM
-

OAM interface, for remote access: interface between UDM and OAM system
NOTE 1: 
The detailed interfaces of the UDM class are described in clause 4, Network Product Class Description of the present document.

-
UDM Software: binary code or executable code 

NOTE 2: 
UDM files may be any file owned by a user (root user as well as non-root uses), including User account data and credentials, Log data, configuration data, OS files, UDM application, User Subscription data or UDM Software.

X.2.2
Threats related to UDM assets 


X.2.2.1
Incorrect SUCI de-concealment
- Threat name: Incorrect SUCI de-concealment
- Threat Category: Denial of Service
- Threat Description: If the SUPI in the UE and the SUPI retrieved from Nudm_Authentication_Get Response message is not the same, the AMF key generated based on the SUPI in the UE is also not the same as the AMF key generated in the AMF/SEAF. As a result the subsequent NAS SMC procedure will always fail. Hence, UE will always not be able to use the services provided by the serving AMF.
- Threatened Asset: Sufficient Processing Capacity
X.2.2.2
Synchronization failure
- Threat name: Synchronization failure
- Threat Category: Denial of Service
- Threat Description: If the UDM cannot handle the synchronization failure case during primary authentication, the SQN value stored in the UE and that stored in the UDM will not be synchronized. Hence, the UE will not be able to successfully authenticate with the core network.

- Threatened Asset: Sufficient Processing Capacity, User Subscription data

X.2.2.3
Failure to store the authentication status
- Threat name: Failure to store of authentication status
- Threat Category: Denial of Service
- Threat Description: If the UDM does not store the authentication status of a UE, the 5G network cannot support the increased home control, which is useful in preventing certain types of fraud, e.g. fraudulent Nudm_UECM_Registration Request sending a malicious AMF for registering the malicious AMF in UDM that is not actually present in the visited network. Without the authentication status in the UDM, or if the stored authentication status is incorrect, the Nudm_UECM_Registration Request sent from malicious AMF may be accepted. 

- Threatened Asset: Sufficient Processing Capacity, User Subscription data
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