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1	Decision/action requested
This contribution proposes an evaluation text for solution #14: Shared key based MIB/SIB protection
2	References
[1]	 TR 33.809
3	Rationale
This paper proposes an evaluation text for the solution #14.
4	Detailed proposal
It is proposed that SA3 approve the below pCR for inclusion in the TR 33.809 [1].

***** START OF FIRST CHANGES *****
[bookmark: _Toc8588152][bookmark: _Toc8588010][bookmark: _Toc8390271]6.14.3 	Evaluation
TBD

Comment No. 1: Key issue #2 security requirement states the following: “5G system should provide a means to ensure a UE in any RRC state is able to determine the authenticity of system informations obtained from a cell” Thus, the security requirement is on the 5G system to enable the UE to detect the authenticity of the MIB/SIB message. On the contrary solution #14 allows the 5G system to detect the authenticity of its own MIB/SIB. 
Therefore, this solution does not meet the security requirement of KI#2.


Comment No. 2: This solution UNJUSTIFIABLY and UNNECESSARILY requires the UE to transmit the Hashes of all MIB/SIB messages that the UE encounters during initial connection. Which presumably need to communicate specific information to indicate to the network the identity of the entities that broadcasted these messages. 


Comment No. 3: The above argument assumes a specific solution in mind and debate that assumption by assuming that there is no mechanism to enable the UE to detect replayed MIB/SIB messages which is absolutely not true, not valid argument, and not valid criteria for evaluation.
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