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1
Decision/action requested

This contribution proposes evaluation of the solution on security of RRC Reject messages, to be captured in TR 33.809
2
Rationale

This contribution proposes evaluation of the solution on security of RRC Reject messages. The proposed solution improves the security feature in the 5G system to minimize the effects of rouge RRC Reject messages. 
Request SA3 to capture the proposed evaluation of the solution on security of RRC Reject messages in the TR 33.809 for further consideration. 
3
Detailed pCR proposal

*********************Start of Changes***************************

6.2
Solution #2: Protection of RRCReject message in RRC_INACTIVE state 

6.2.1
Introduction
This solution#2, addresses the key Issue#1 “Security of unprotected unicast messages” and the following security and privacy areas:

#1
DoS attack on UE: attempts to hinder the UEs' access to the network.

#2
DoS attack on network: attempts to hinder the network's ability to provide services to the UEs.

6.2.2
Solution details

The RRC_INACTIVE state allows gNB to suspend the UE's RRC connection while the gNB and the UE continue to maintain the UE 5G AS security context. While the UE is in RRC_INACTIVE state, the UE and last serving gNB store the UE 5G AS security context which can be reactivated when the UE transitions from RRC_INACTIVE to RRC_CONNECTED. The gNB and the UE keep the current AS key KRRCint. The gNB and the UE stores the sent I‑RNTI together with the current UE context including the remainder of the AS security context for the next state transition.

When the UE decides to resume the RRC connection to transit from RRC_INACTIVE to RRC_CONNECTED or to notify the network, if it moves out of the configured RNA, the UE sends RRC Resume Request message. On receiving the RRC Resume Request message, if the gNB is not able to handle the procedure, due to congestion, then the gNB decides to send the RRCReject message. When the gNB decides to reject the RRC Resume Request message from the UE, the RRC Reject message shall include the resume cause and a rejectMAC-I. The rejectMAC-I is the message authentication code, the gNB calculates it using the integrity algorithm (NIA) in the stored AS security context, which was negotiated between the UE and the source gNB and the current KRRCint with the following inputs: 

- 
KEY


: it shall be set to current KRRCint;

-
BEARER

: all its bits shall be set to 1.

-
DIRECTION
: its bit shall be set to 1;

-
COUNT

: all its bits shall be set to 1;

-
MESSAGE
: it shall be set to with the following inputs:

source C-RNTI, source PCI, target Cell-ID, resume cause, waitTime.
If the gNB is the not the last served gNB, then the target gNB shall request the last served gNB to provide the rejectMAC-I. Then the rejectMAC-I is calculated by the last serving gNB, which responds to the target gNB including an encapsulated RRCReject message. The security context is not relocated from the last served gNB to the target gNB. In this case, the target gNB forwards the protected RRCReject message to the UE.
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1. SRB0: RRCResumeRequest (resumeIdentity, resumeMAC-I, resumeCause )

3. SRB0: RRCReject (wait time, rejectMAC-I)

4. The UE calculates the rejectMAC-I, similar to the gNB calculation. If the rejectMAC-I check is successful, 

then the UE follows rest of the procedure as specified in TS 38.331.

If the rejectMAC-I check fails, then the UE ignores the received RRCReject. 

2. The gNB is not able to handle the procedure, for example due to congestion. 

gNB decides to send the RRCReject message along with rejectMAC-I. The gNB calculates the rejectMAC-I 

using the UE security context and also resumeCause as one of the input parameter. 
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Fig 6.2.2-1. RejectMAC-I calculation during the Resume Request procedure
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On receiving the RRC Reject message from the gNB, the UE calculates the rejectMAC-I in the same way as the gNB did in step 2. If the rejectMAC-I check is successful, then the UE follows rest of the procedure as specified in TS 38.331. If the rejectMAC-I check fails, then the UE ignores the received RRC Reject message. UE moves to RRC Idle, deletes the 5G AS context and I-RNTI, and indicates to upper layer with appropriate cause value for NAS recovery.

Editor's Note:
How the solution address the case when the RRCResumeRequest is sent to a new gNB is FFS.

6.2.3
Evaluation


The rejectMAC-I, is the authentication token used for verification of the authenticity of the gNB by the UE, even though it is sent using SRB0. Since the gNB and the UE are in possession of the AS security context during RRC_INACTIVE state, the stored context is used to calculate the rejectMAC-I. The AS security context, stored in the UE and in the genuine gNB is not available/revealed to the fake gNB, therefore the fake gNB cannot successfully send the RRC Reject message to the UE, by impersonating as the genuine gNB. Thus this solution#2, addresses the key Issue#1 “Security of unprotected unicast messages” and the security and privacy areas #1 and #2.
Note that in the proposed solution the RRC Reject message is sent on SRB0 with minimum impacts to the SA3 specification TS 33.501 and RRC procedure in TS 38.331.
**********************End of Changes***************************
