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1
Decision/action requested

This document discusses the overall evaluation methodology for AKMA. SA3 is kindly requested to endorse this document.
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Rationale
As several key issues and solutions of AKMA have already been included in TR 33.835, as well as individual evaluations of existing solutions are being progressed, it’s the right time to find out a way doing future overall evaluation, namely setting up overall evaluation criteria to help further draw conclusions of AKMA. 
In current TR 33.835, some of the key issues are independent with each other, but several key issues are related to others. In addition, each existing solution addresses only one key issue or several key issues. In order to conduct the evaluation of these solutions, it’s a fair and effective way to classify key issues into different independent components, so that solutions related to each class can be compared to find out (a) potential feasible solution(s).
So this document suggests classifying current key issues first, then drawing up evaluation criteria related to solutions addressing each class of key issues. Based on the evaluation criteria, concrete evaluations of existing solutions can be conducted. During the process of evaluation, one or a few of specific solution(s) may have distinct superiorities or meet the most of requirements according to the criteria, which helps draw conclusions later.
Note that according to the analysis paper from KPN (S3-191878), there are already common aspects of existing solutions, which implies that consensus has been reached in those aspects to some extent. In this case, there is no need to follow the evaluation steps, conclusions on the common aspects can be drawn directly.
4
Detailed proposal
4.1 Overall Evaluation Methodology

In conducting the evaluation process of AKMA, the following three steps can be followed:
Step 1: Key issue classification
There are 16 key issues in current TR 33.835, which can be categorized into the following 5 classes:
Class A - KIs related to architecture and authentication procedure:

KI#1: Security Anchor

KI#3: Mutual authentication between UE and anchor function
KI#4: Authentication framework
Class B - KIs related to key management:
KI#6: Secure communication between UE and application server
KI#9: Key separation for AKMA AFs
KI#10: Compliance with local rules and regulations
KI#12: Key lifetimes
KI#14: Key revocation
KI#15: Synchronization of keys when using established keys
KI#16: Application Key freshness of AKMA
Class C - KIs related to interfaces and protocols:
KI#2：Transport independent procedure definition
KI#8：Protection of AKMA architecture interfaces
KI#11：Generic battery efficient end-to-end security
Class D – KIs related to privacy:
        KI#5：User privacy
        KI#7：Protecting subscriber's personal information in control and data traffic
Class E – KIs related to UE implementation: 

        KI #13: API for AKMA keys in UE

Proposal 1: SA3 is kindly requested to agree on this classification and use this to guide the future evaluation and conclusions.
Step 2: Evaluation criteria for solutions addressing each class of key issues
Evaluation criteria can be used for reference when different views on solving specific problems occur. When setting up criteria, it has to be ensured that every solution can be fully compared with each other by following the criteria. And critieria for each class of key issues can be different according to concrete security threats and requirements in key issues.
Concrete evaluation criteria are proposed in clause 4.2 in this document and can be updated while doing overall evaluation.
Step 3: Evaluation 
Proposal 2: While doing evaluations, Class A-Architecture and authentication procedure is suggested to be evaluated first. Based on the conclusion on this class, evaluations of other classes can be followed.
Proposal 3: If agreements on some basic design principles or parts of solutions can be made, conclusions on this can be made directly without the need of evaluations. 
Proposal 4: If different views on specific issues happen, comparisons of related solutions have to be made, in terms of criteria set up in Step 2. Note that several solutions in current TR 33.835 target at not only one key issue, while doing evaluation of solving specific class of key issues, only the related part addressing such key issues in the solution is evaluated. 
4.2 Evaluation Criteria for each class
4.2.1 Evaluation Criteria for solutions addressing architecture and authentication procedure

The following set of evaluation criteria are used to evaluate the proposed solutions for KI#1, KI#3, KI#4, which are related to architecture and authentication procedure. The evaluations should analyze the following aspects:

1) Impact on 5G core networks: identify new network functions or changes to existing network functions, in terms of signalling interfaces, control flows and internal logic, etc.
2) Impact on 5G authentication procedures, including but not restricted to any changes to 5G-AKA or EAP-AKA’.
4.2.2 Evaluation Criteria for solutions addressing key management 

Currently, there are no big differences on key management issues like key lifetime, key revocation, etc. So this part is left for further update according to the conclusion on architecture and authentication procedure.
4.2.3 Evaluation Criteria for solutions addressing interfaces and protocols
The following set of evaluation criteria are used to evaluate the proposed solutions for KI#2, KI#8, KI#11, which are related to interfaces and protocols. The evaluations should analyze the following aspects:

1) Impact on RAN and core networks, including but not restricted to:

-What changes to existing network functions, in terms of signalling interfaces, control flows and internal logic etc., including changes to the semantics of existing services/parameters.

2)  Secuity considerations in terms of what security requirements are met and what kind of attacks can be prevented.

3) What kind of IoT devices can the solutions apply to, considering various IoT transport protocols.
4) Other system impact: If the solution causes extra delays, etc.  

4.2.4 Evaluation Criteria for solutions addressing privacy

The following set of evaluation criteria are used to evaluate the proposed solutions for KI#5 and KI#7, which are related to privacy. The evaluation should analyze the following aspects:

1) Whether user identity information is exchanged in messages, if so, between which entities (UE, 3GPP network or application servers). Identify what is the form of the user identity information (SUPI, SUCI or other alternatives) and how it is protected.
2) Whether there is other privacy sensitive content involved. And if yes, how it is protected.
4.2.5 Evaluation Criteria for solutions addressing UE implementations

TBD
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Summary

- SA3 is kindly requested to endorse the 3-step methodology to progress the overall evaluation and conclusions of AKMA.
- It’s suggested to prioritize the architecture and authentication procedure evaluation and decision. S3-191889 from NEC can be discussed as a starting point on this issue. 
- While conducting evaluations of various solutions to specific issues, criteria described in 4.2 can be refered to help compare solutions and draw conclusions. 
