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Decision/action requested

This contribution provides details on how it is possible for the security context transfer following the handover from EPS to 5GS
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3
Rationale

This contribution provides details on how it is possible for the security context transfer following the handover from EPS to 5GS. The problem is introduced as follows:

1. UE starts on 5G over non-3GPP access –it now has native 5G context with AMF1.

2. UE starts on 4G over 3GPP –it now has 4G context with MME1 and native 5G context with AMF1.

3. UE hands over to 5G – it now has mapped 5G context with AMF2 and native 5G context with AMF1.

4. According to TS 23.502 [2] clause 4.11.1.2.2.3, the UE performs the EPS to 5GS Mobility Registration Procedure with the AMF2 during handover. Furthermore, as indicated in step 6a of EPS to 5GS Mobility Registration Procedure, if the UE includes the 5G-GUTI as Additional GUTI in the Registration Request message, the target AMF (AMF2) sends message to the old AMF (AMF1). The old AMF (AMF1) validates the Registration request message.
5. According to TS 33.501 [1] clause 8.4.2, “if the UE has a native 5G security context established during the previous visit to 5GS, then the UE shall provide the associated the 5G GUTI as an additional GUTI in the Registration Request following the handover procedure. The UE shall use the mapped 5G security context to protect the subsequent Registration Request message over 3GPP access. The AMF shall retrieve the native security context using the 5G GUTI.”

Observation:

The registration request is protected with mapped 5G context, therefore, the old AMF (AMF1) cannot validates the registration request message with its native 5G context.
Option1
A simple solution is to reuse the mechanism defined in TS 29.518[3] clause 5.2.2.2.1.2, the target AMF2 sends a "MOBI_REG_UE_VALIDATED" to the old AMF1, then, the old AMF1 can skip the integrity check. 

The mechanism is defined under the following background: when a successful UE authentication has been performed after a previous integrity check failure, the NF service consumer (e.g. the target AMF) shall retrieve the UE context by invoking "transfer" service operation on the URI of the "Individual ueContext" resource identified by UE's SUPI. In this case, it’s unnecessary for the old AMF to validate the UE for the reason that the target gets its own native 5G security context and the security context transferred in the ueContext will be discarded.
However, in the handover case, the native security context retrieved from the old AMF need to be activated in the subsequent SMC procedure. It’s necessary for the old AMF to check the registration request in case the security contexts stored in the UE and the old AMF are inconsistent. Furthermore, the old AMF cannot perform the key derivation without the UL NAS COUNT enclosed in the registration.
Option2
In a similar way as idle mobility from EPS to 5GS, if the UE has a native 5G security context, the UE shall enclose an additional Registration Request message integrity protected using the native 5G security context in the Registration Request. Then, the old AMF can validate the enclosed Registration Request.
Conclusion:

Option2 is more reasonable to resolve the problem proposed in this contribution.
A CR to capture such behaviour is provided in S3-192151.
4
Detailed proposal

This contribution is for discussion to provide motivation for the CR in S3-192151.
