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1
Decision/action requested

This contribution proposes a new solution to TR33.861.
2
References

3
Rationale





This solution addresses the key issues #X “Security for RRC Connection Re-Establishment for the Control Plane for NB-IoT connected to 5GC”. 

When the UE re-establishes to the target RAN with S-TMSI, the RAN may not find the source AMF according to S-TMSI. In this case, the RAN may request a default target AMF to fetch UE context from the source AMF. Thus, context fetch between source AMF and target AMF is needed, and KAMF may be changed.
The solution proposes to reuse RRC Connection Re-Establishment for the Control Plane for NB-IoT connected to EPC when KAMF is not changed. 

In addition, when the KAMF is changed, since it is a new security feature in 5G, the solution proposes to support key synchronization procedure.
4
Detailed proposal

*************** Start of Change ****************
6.Y Solution Y: RRC Connection Re-Establishment for the Control Plane for NB-IoT connected to 5GC
6.Y.1
Introduction 

This solution addresses the key issues #X “Security for RRC Connection Re-Establishment for the Control Plane for NB-IoT connected to 5GC”. 

When the UE re-establishes to the target RAN with S-TMSI, the RAN may not find the source AMF according to S-TMSI. In this case, the RAN may request a default target AMF to fetch UE context from the source AMF. Thus, context fetch between source AMF and target AMF is needed, and KAMF may be changed.
The solution proposes to reuse RRC Connection Re-Establishment for the Control Plane for NB-IoT connected to EPC when KAMF is not changed. 
In addition, when the KAMF is changed, since it is a new security feature in 5G, the solution proposes to support key synchronization procedure. 
6.Y.2
Solution Details

6.Y.2.1
RRC Connection Re-Establishment Procedure without KAMF Change
In case that the KAMF is not changed, it is proposed to reuse solution depicted in clause 7.4.4 in TS 33.401 [7] for UE and AMF using Control Plane CIoT 5GS Optimisation. The solution is to request the AMF to authenticate the UE's RRC re-establishment request with UL_NAS_MAC since AS security is not activated, and is to request the UE to authenticate the AMF with DL_NAS_MAC when initiating the establishment of the UE's N2 connection with the RAN.
6.Y.2.2
RRC Connection Re-Establishment Procedure with KAMF Change
In case that the KAMF is changed, key synchronization procedure is introduced. Verification of DL_NAS_MAC is different from reused solution, but is backward compatible.
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1. – 5, similar with current solution. The source AMF verifies UL-NAS-MAC calculated by the UE with KNAS-int, uplink NAS COUNT and target cell ID.
6. The source AMF decides to derive new KAMF* according to local policy.
7. The source AMF responses UE’s context to the target AMF including KAMF*.
8. Since new KAMF* is derived, the target AMF shall derive new KNAS-int*, and notify the UE with key derivation parameters, including K_AMF_change_flag, the received downlink NAS COUNT, ngKSI, selected NAS security algorithms. DL_NAS_MAC* shall be calculated with newly derived KNAS-int* and these parameters in addition to target cell ID. Target cell ID is included to bind the target cell with target AMF because the UE cannot authenticate the target RAN without AS security context.
9. The target AMF sends key derivation parameters and DL_NAS_MAC* to the target RAN.

10. The target RAN transparently sends the key derivation parameters and DL_NAS_MAC* to the UE included in the RRCReestablishment message.
11. The UE shall derive new KAMF* and KNAS-int* according to received key derivation parameters.

12. The UE shall verify the DL_NAS_MAC* with newly derived KNAS-int* similar with calculation on the target AMF.

13. Once verification is successful, the UE shall reply RRCReestablishmentComplete message to the target RAN. The UE successfully re-establishes to the target RAN, and newly derived NAS key is used for the following data transmission.
6.Y.3
Evaluation 

The solution address key issue #X “Security Handling in RRC Connection Re-Establishment for the control plane for NB-IoT connected to 5GC”. 

The solution reuses security handling for RRCConnectionReestablishment Procedure for Control Plane CIoT EPS optimisation. To support KAMF change, which is new feature in 5G, key synchronization procedure is introduced to synchronize KAMF used between UE and AMF. Otherwise, the UE may hold different key with the AMF, which may lead transmission failure.
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