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1
Decision/action requested

This paper proposes to add a new key issue for UE indicating support of UP IP in NR PDCP with a ng-eNB connected to 5GC to TR 33.853.
2
References

[1]
3GPP TR 33.853 "Integrity protection of the User Plane".

3
Rationale

This paper proposes to add a new key issue to TR 33.853 [1].

4
Detailed proposal

It is proposed to add the following key issue to TR 33.853 [1]. 

**** START OF CHANGES ****
5.x
Key Issue x: UE indicating support of UP IP in NR PDCP with a ng-eNB connected to 5GC 

5.x.1
Issue description

According to TS 33.501 [4] Rel-15, a 5G UE and a gNB connected to 5GC, are mandated to support UP IP in NR PDCP. The use of UP IP between the UE and the gNB when connected to a 5GC is optional though. The enforcement whether to use UP IP or not, is determined by the 5G Core Network.
A Rel-15 ng-eNB connected to a 5GC supports UP IP in NR PDCP. The LTE algorithms are used for integrity protection. The enforcement whether to use UP IP or not between a UE and a ng-enB, is determined by the 5G Core Network. The ng-eNB receives the UE security capabilities for LTE on the N2 interface from the 5GC Rel-15. The UE security capabilities indicate which LTE integrity algorithms the UE support. 
According to TS 33.501, the ng-eNB Rel-15 is not allowed to enable UP IP when configuring a DRB with the UE. This could imply that Rel-15 UEs do not support UP IP with an ng-eNB. For example, Rel-15 UEs may not have been able to test UP IP in NR PDCP with a ng-eNB in a live 5G network, or there may be Rel-15 UEs which have disabled UP IP in NR PDCP whenever communicating with a ng-eNB connected to a 5GC. So when UP IP is enabled in a ng-eNB (of a later release than Rel-15), then the ng-eNB does not know whether the UE has enabled UP IP in NR PDCP or not.
5.x.2
Network options affected
This key issue is applicable to the following network options:

- Option 4 - 5G core based Dual Connectivity (NR master - eUTRA secondary)

- Option 5 - 5G core with eUTRA 

- Option 7 - 5G core based Dual Connectivity (eUTRA master - NR secondary)

5.x.3
Threat description

If the network is not informed whether the UE supports UP IP in NR PDCP with an ng-eNB connected to 5GC, it may not be possible to use UP IP in this case, i.e. sensitive user plane traffic may not be integrity protected.
5.x.4
Security requirements 
The 5G system shall support a mechanism for the UE to indicate support of UP IP in NR PDCP with an ng-eNB connected to 5GC. 
**** End of Changes ****

