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1
Decision/action requested

This paper discusses the raised issues in S3-191411 related to AMF reallocation caused by slicing.
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Rationale

3.1 Introduction

The discussion paper in S3-191411 [4] presented at SA3#95, described two scenarios (Case 1 and 2) for AMF re-allocation and slicing. Some potential solutions for the cases of AMF re-allocations are described in S3-191412 [5] and S3-191413 [6]. 
This paper proposes alternative solutions in following clauses. 
3.2 Potential solutions for Case 1
The solutions for Case 1 can be grouped in two groups, one group that includes solutions which have impact on UE behaviour and another one that describes solutions which are handled by the network and thus have no impact on UE behaviour unless otherwise indicated. 

3.2.1 Case 1 UE exceptions

The main observation from Case 1 in S3-191411 [4] is that the UE rejects any unprotected AUTHENTICATION REQUEST (AUTHREQ in short) receives by the network although it already shares a working security context with the network due to the rules in clause “4.4.4.2 Integrity checking of NAS signalling messages in the UE” in TS 24.501[7]. It should be possible to use this existing and working context to recover from a potential AMF re-allocation. From a network perspective the security context shared with UE is shared with the Initial AMF while the AUTHREQ is sent to the UE by another AMF, the Target AMF. In principle it is the rules of the current security context that don’t allow the UE to accept a valid AUTHREQ from the Target AMF since from the point of view of the UE, the UE has an existing working security context and then does not allow any unprotected NAS messages including an AUTHREQ. 
This group of solutions is called “UE exceptions” since the main idea is to allow the UE to consider the current security context being in another state (e.g. temporary) which allow the use to use exceptions from the rules applied when the security context if current. Therefore, this UE state will allow the UE to accept unprotected messages (in this case an unprotected AUTHREQ) or to allow exceptions to the general rules of NAS message processing rules when there is an existing working security context. When the existing working security context is in a special state, exceptions are allowed until the network notifies the UE to remove the exceptions. In Case 1 the exceptions are removed when the AMF re-allocation procedure is complete, in which case the security context is marked current. 
Figure 1 shows different options for this group of solutions.  It should be noted that not all options need to be used during the same procedure, one of the options could be used at a time. 
One variation of the solutions (Option 1) includes the UE allowing exceptions such as receiving and handling unprotected AUTHREQ even before (Step 0, Figure 1) sending the Registration Request (Step 1, Figure 1). An exception could also be introduced in the special case that the UE prepares a Registration Request including slicing information which could potentially cause AMF re-allocation. It should be noted that allowing an unprotected AUTHREQ is one potential exception. There may be other potential exceptions that could be introduced in Registration Request types of Case 1 that are expected to cause an AMF re-allocation.  
Another variation of this group of solutions (Option 2) is that the NAS SMC (Step 3) could instruct the UE to allow exceptions to received NAS message processing rules. Please note that at this point the Initial AMF does not know if the UE has sent a request that could cause an AMF re-allocation but it sends the instruction to the UE to allow exceptions anyway. This allows the network to control the UE behaviour. 
Another solution (Option 3) that allows the network to control the UE behaviour is for the network to send a new or an existing NAS message to instruct the UE that an AMF re-allocation is pending. The UE could use this indication to enable exceptions such as allowing an unprotected AUTHREQ. Please note that at this point the Initial AMF knows that an AMF re-allocation is needed. 
In any case the UE removes any exception (that was introduced to handle AMF re-allocation for example) upon receiving a Registration Accept message (Step 15, Figure 1) from the network.  An alternative is to have the network send an explicit message to the UE instructing it to remove any exceptions to the rules and potentially invalidating, deleting or leaving as is the security context between the Initial AMF and the UE.   
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Figure 1. Solutions that introduce UE exceptions
3.2.1 Case 1 network actions

While the first group of solutions have an impact on the UE, in the second group of solutions the UE impact is minimized or eliminated. The second group includes mainly procedures that the network could perform in order to make sure that due to an AMF re-allocation the existing security context between the UE and Initial AMF is re-used or new security context is generated between the UE and the Target AMF. 
The simplest of solutions (Option 1) is for the Target AMF to fetch the existing security context (shared between the Initial AMF and the UE) from the Initial AMF and use it. This option assumes that the Target AMF can communicate towards the Initial AMF but not vice versa. Any information assisting the security context transfer could be relayed through RAN apart from the security context itself; transferring the security context through RAN shall not be performed.   

Figure 2 shows this option. In order for the Target AMF to fetch the context from the Initial AMF, it needs the Initial AMF address and the security context identity. This information is transferred from the Initial AMF to the Target AMF through the RAN together with the Initial NAS message in steps 7a and 7b in Figure 4.2.2.2.3-1 (Registration with AMF re-allocation procedure) from TS 23.502[1]. 

Another option is shown in Figure 4. In this case the Initial AMF and the Target AMF are assumed to be able to communicate only via the RAN and the existing security context shared between the UE and the Initial AMF is used in order for the Target AMF to generate new security context. 

A new security context is generated by the Target AMF running a new authentication procedure via the Initial AMF and the Target AMF uses the Initial AMF as protection/verification point of the authentication procedure messages. The Target AMF performs the message exchange with the Initial AMF for the Authentication procedure by sending and receiving requests and replies via the RAN. 
Here are the steps in Figure 4. 

0.
Steps 1-6 of Figure 4.2.2.2.3-1, TS 23.502[1]. 

1.
Step 7a and 7b of Figure 4.2.2.2.3-1, S 23.502[1].

2.
The Target AMF initiates an authentication request by sending a request to the AUSF (Step 2). 

3.
The AUSF sends the authentication response with the authentication vectors to the Target AMF 

4.
The Target AMF forwards the AUTHENTICATION REQUEST message to the Initial AMF via RAN (steps 4a, 4b)

5.
The Initial AMF (integrity) protects the AUTHENTICATION REQUEST 

6.
The Initial AMF sends the protected the AUTHENTICATION REQUEST to the Target AMF via the RAN (steps 6a, 6b). 

7.
The Target AMF sends the protected AUTHENTICATION REQUEST to the UE.

8.
The UE accepts the protected AUTHENTICATION REQUEST and sends a protected AUTHENTICATION RESPONSE to the Target AMF

9.
The Target AMF sends the protected the AUTHENTICATION RESPONSE to the Intial AMF via the RAN (steps 9a, 9b). 

10.
The Initial AMF verifies the AUTHENTICATION RESPONSE

11.
The Initial AMF sends AUTHENTICATION RESPONSE to the Target AMF. This indicates to the Target AMF that the AUTHENTICATION RESPONSE is verified for integrity. 

12.
The Target AMF derives the security context from the AUTHENTICATION RESPONSE performs a NAS SMC towards the UE. 
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Figure 4. Target AMF re-authentication via Initial AMF 
3.3 Potential solutions for Case 2

Most of the solutions in this case have only impact to the network and minimal or no impact to the UE.
The solutions are based on the observation that in Case 2 (UE sharing context with the Old AMF and Registration Request with UE using a 5G-GUTI) the network should transfer the security context from the Old AMF to the last AMF after all possible AMF re-allocations. However, the Initial AMF cannot check if the encrypted NAS Container including the Registration Request includes information such as NSSAI that could cause further re-allocation e.g. from the Initial AMF to another AMF. If the Initial AMF could access the NSSAI information or the decrypted content of the Registration Request, it could notify the last AMF (e.g. the one to provide slicing services to the UE) to perform a context transfer from the Old AMF.  This is the main idea of this group of solutions. 

Figure 6 shows a similar solution as in Figure 5 but for the case that the Old AMF decides to perform a horizontal key derivation. Then the Old AMF decrypts the NAS Container and sends the decrypted content or parts thereof to the Initial AMF in the Context Transfer response message. 
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Figure 6. Horizontal key derivation and decryption of NAS Container

4 Detailed proposal

There are many potential solutions how to solve Case 1 and Case 2 for AMF re-allocation in addition to the ones described in S3-191412 [5] and S3-191413 [6]. 
Proposal: This paper proposes that CT1 should be involved and be able to comment on the scenarios described in this paper. CT1 should also be able to comment on any potential solution before SA3 can agree upon any solution. A solution which have no impact on a Rel-15 UE would probably be preferred by CT1.

It is therefore proposed that SA3 sends an LS to CT1 attaching the scenario descriptions and relevant proposals.
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