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1
Decision/action requested

Approve the pCR below
2

Rationale

This contribution proposes a key issue for the ciphering key management of broadcast assistance data.
3
Detailed proposal
*** BEGIN CHANGES ***
Key Issue #X: The management of ciphering key
5.X.1
Description
The broadcast assistance data may be encrypted, and the LMF and the AMF may distribute ciphering keys to UEs to enable UEs to decipher broadcast assistance data that was ciphered by the LMF. While the context of the ciphering key management is missing in the current TR 33.814.

5.X.2 Security threats analysis
If there is no normative text for the ciphering key management, it will lead to the operational confusion of the ciphering key generation or update, such as the UE and the network do not know when the ciphering key shall be created or updated.

5.X.3
Potential security requirements

-
The key management mechanism, i.e., the key lifetime for ciphering key needs to be defined.
*** END OF CHANGES ***

