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1
Decision/action requested

This pCR proposes a solution for study item on security for 5GS enhanced support of Vertical and LAN Services (TR 33.819).
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 3
Rationale

According to TS 22.261 [2] Non-public networks may be deployed as completely standalone networks, they may be hosted by a PLMN, or they may be offered as a slice of a PLMN. As UEs may be able to access both a non-public network and a PLMN where specifically allowed, sharing of common UE identification information among non-public and public network will lead to privacy threats. Independent support of credential for authentication and authorization when a UE needs to access and obtain services offered from a PLMN and NPN is necessary.The NPN subscription identification information will pose similar privacy issues if not concealed and privacy protected similar to SUPI concealment as specified in TS 33.501 [3]. 
This solution also addresses key issue on Handling of Multiple NPN Subscriptions. The UE in the 5G system is identified using the Subscription Permanent Identifier (SUPI). There should be an appropriate differentiation between the multiple subscriptions provided by the UE i.e., if UE is providing USIM-1 subscription and USIM-2 subscription, the corresponding response should be received for the subscription for which the request is sent. 

Therefore this pCR proposes a solution that how to differentiate the UE’s credentials for accessing NPN and PLMN services and also this pCR proposes a solution for handling multiple NPN subcriptions in TR 33.819 [1]
4
Detailed proposal

*** START OF CHANGE ***
6.y
Solution #x: Identification and Selection of Multiple NPN Subscription

6.y.1
Introduction

This solution addresses the KI 2.3, Independent credentials for authentication and authorization with NPN and PLMN, and KI #X, Identification of multiple NPN subscriptions. 

According to TS 22.261 [x], NPNs may be deployed as completely standalone networks, they may be hosted by a PLMN, or they may be offered as a slice of a PLMN. As UEs may access both an NPN and a PLMN, sharing of common UE identification information between NPN and PLMN will lead to privacy issue. Independent support of credential for authentication and authorization when a UE needs to access and obtain services offered from a PLMN and NPN is necessary.The NPN subscription identification information will pose similar privacy issues if not concealed and privacy protected similar to SUPI concealment as specified in TS 33.501 [x]. 
This solution also addresses key issue #X on identification of multiple NPN subscriptions. The UE in the 5G system is identified using the Subscription Permanent Identifier (SUPI). There should be an appropriate differentiation between the multiple subscriptions in the UE i.e., if UE is providing USIM-1 subscription and USIM-2 subscription, the corresponding response should be received for the subscription for which the request is sent.
6.y.2
Solution details 

6.y.2.1 Identification of NPN and PLMN subscription 

Irrespective of the forms that a SUPI takes, either International Mobile Subscription Identity (IMSI) or Network Access Identifier (NAI), the SUPI can include the information/indication specific to the Network Subscription Type such as PLMN subscription, NPN subscription etc. to identify the User or UE specific to the network it is subscribed.The inclusion of Network Subscription Type” identification information in the SUPI can uniquely identify the subscription in either PLMN or NPN.
The current 5G system provides subscription privacy to the PLMN subscribers by SUPI concealment and is expected to provide similar privacy protection for the NPN subscribers. The current SUPI concealment mechanism is not sufficient to NPN subscription if the NPN is hosted by the PLMN, as the PLMN ID in the SUPI and SUCI can only identify the PLMN. Therefore, introduction of "Network Subscription Type" in SUCI construction provides necessary information to identify specific NPN subscription in addition to the PLMN identification. “Network Subscription Type” can denote if the UE/user has the subscription for a PLMN (service) or for a non-public network (service). Thereby using Network subscription Type in the SUCI, the subscription dedicated for NPN and PLMN service is identified.
6.y.2.2 Identification of multiple NPN subscriptions

The UE in the 5G system is identified by the Subscription Permanent Identifier (SUPI). In addition, the "Network Subscription Type" information can be used to identify unique NPN network among others (e.g., NPN1, NPN2… NPNn). Hence, the introduction of "Net Subscription Type" in SUCI construction can uniquely identify the NPN subscriptions if the UE subscribes to multiple NPNs. 
6.y.3
Solution Evaluation

The solution fulfills the requirement of KI #2.3 and requirement on handling of multiple NPN subscriptions requirement in KI #X.

The advantage of introducing the “Network Subscription Type” identification information in the SUCI is that, it is possible to identify the subscription either in PLMN or NPN, thus addressing the issue in KI #2.3. "Network Subscription type" can also be used to uniquely identify the correct credential for NPN access if the UE has subscriptions to multiple NPNs, thus satisfying the requirements in KI #X. The disadvantage of this solution is that the introduction of the new information in SUCI construction leads to backward compatibility issue with Rel.15 implementation. 
*** END OF CHANGE ***
