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1
Decision/action requested

It is propoed to add this test case in TS 33.514.
2
References

[1]
3GPP TS 33.514: "5G Security Assurance Specification (SCAS) for the Unified Data Management (UDM) network product class"
3
Rationale

This contribution proposes to add security related SoR test case for UDM in TS 33.514 [1]. It is related to handle the failure condition when SoR-MAC-IUE and SoR-XMAC-IUE comparison fails in UDM which indicates that the original Steering Information List may have been tampered or removed by the VPLMN during steering of roaming of UE in VPLM during/after registration.                                                                                                                                                           
4
Detailed proposal

*****    START OF CHANGE     *****
4.2.x
SoR procedure

4.2.x
SoR-MAC-IUE verification failure handling

Requirement Name: SoR-MAC-IUE verification failure handling
Requirement Reference: TBA 

Requirement Description: 
The Steering of Roaming (SoR) is specified in subclause 6.14.2 and 14.1.3 (Nausf_SoRProtection service) in TS 33.501 [x]. In Steering of Roaming scenario, the UDM optionally indicates the UE to verify and acknowledge the received steering information. In this case, the UDM first requests the AMF to generate SoR-XMAC-IUE using Nausf_SoRProtection service operation, and the UDM stores it for later verification. Then, the UDM provides the SoR information (Steering Information List, SoR Header, SoR-MAC-IAUSF, CounterSoR) to the UE.

Upon receiving the SoR information, the UE calculates the SoR-MAC-IUE and send it to the VPLMN AMF which forwards it to the UDM. The UDM checks the received SoR-MAC-IUE against the SoR-XMAC-IUE.

Threat References: TBA

Security Objective References: TBA

Test Case: 
Test Name: TC_SoR-MAC-IUE_VERIFICATION_FAILURE
Purpose:

Verify that the UDM can correctly detect the possible tampering or removal of the SoR information during SoR procedure by checking SoR-MAC-IUE (received from the UE) against SoR-XMAC-IUE (provided by the AMF through Nausf_SoRProtection service). 
Procedure and execution steps:

Pre-Conditions:

· UDM network product is connected in simulated/real network environment.

· Tester has access to the N1 interface between UE and AMF.

Execution Steps
1. During the UE's registration (clause 6.14.2.1 in [x]) or after the registration (clause 6.14.2.2 in [x]) with the VPLMN, the UDM triggers SoR procedure with the UE indicating the acknowledgement of the received SoR information. 

2. Tester having access to the N1 interface manipulates the SoR information sent by the UDM.

3. The UE calculates SoR-MAC-IUE over the received SoR information and send it to the VPLMN AMF.

4. On receiving SoR-MAC-IUE, the UDM compares the SoR-MAC-IUE and the temporarily stored SoR-XMAC-IUE.

5. On SoR-MAC-IUE verification failure, the UDM shall send the SoR-MAC-IUE verification failure message to the AUSF indicating the cause of failure.

6. The VPLM AMF shall transparently relay the SoR-MAC-IUE failure message to the UE, then UE shall consider the VPLMN as low priority PLMN and perform PLMN re-selection. 
Expected Results:

The UDM shall indicate SoR-MAC-IUE failure condition to UE.

Expected format of evidence:

Evidence suitable for the interface, e.g., Screenshot containing the operational results.
*****    END OF CHANGE     *****
