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Decision/action requested

Approve the proposed solution on paging message protection for TR33.861.
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3
Rationale

This proposal provides a solution to perform integrity protection and replay protection for paging messages in order to address the potential security threats raised in the KI #x [6].
This solution reuses the NAS security context stored in AMF and AS security context stored in the serving NG-RAN node to protect the CN-initiated paging messages and the RAN-initiated paging messages, respectively.
4
Detailed proposal
**** Start of pCR to TR 33.861****
6.Y Solution #Y: A solution to protect CIOT terminals from sleep deprivation attacks
6.Y.1
Introduction  

This solution addresses the key issue #x[6]. It provides integrity protection and replay protection for paging messages. 

A UE is required to monitor the paging channel for its paging messages. A paging message always carries ue-Identity, the ID of the paged UE. For example, the CN-initiated paging message carries 5G-S-TMSI [3] while the RAN-initiated paging message carries the I-RNTI [5]. 
If the ue-Identity in the paging message matches the stored 5G-S-TMSI/I-RNTI, the UE will respond to the paging by initiating a random access procedure and perform a Service Request procedure subsequently. As described in the key issue #x [6], the paging message could be fake, replayed or tampered by an attacker. This would result in depletion of UE battery. 

To mitigate the potentianl security threats, the paging messages should be integrity protected and replay protected. This solution reuses the NAS security context stored in AMF and AS security context stored in the serving NG-RAN node to protect the CN-initiated paging message and the RAN-initiated paging message, respectively. 

The solution is described according to the following two paging scenarios, i.e. CN-initiated paging or RAN-initiated paging. 

6.Y.2
Solution details  
Case 1: CN-initiated paging protection

In this case, the paging message is intiated by the AMF, and the AMF has the UE context including the NAS security context. In this scenario, the AMF reuses the KNASint and the integrity algorithm stored in the NAS security context to calculate the MAC-I with the input of 5G-S-TMSI and CN-refresh as a refresh parameter.

[image: image1.emf]UE RAN AMF

1. Paging ( 5G-S-TMSI, CN-

refresh, MAC-I)

2. paging ( 5G-S-TMSI, 

CN-refresh,MAC-I)

3. If the UE ID is same as the 

stored one,  checks the MAC-I 

and the CN-refresh;

If the MAC-I is correct

 and the CN-refresh is fresh, then 

the UE initates the Service 

Request procedure

UE into the RRC-idle mode


Figure 1 CN-initiated paging protection
1. AMF shall calculate the MAC-I with the input of 5G-S-TMSI and CN-refresh, using the stored KNASint and the integrity algorithm. The paging message initiated by the AMF includes the MAC-I and the CN-refresh. 

2. The NG-RAN Node transfers the 5G-S-TMSI, CN-refresh and the MAC-I with the radio interface paging message to UE.

3. The UE monitors the paging channle. If the UE ID in the paging message is same with the stored 5G-S-TMSI, the UE checks the CN- refresh and validates the MAC-I with the stored KNASint and the integrity algorithm. If the CN-refresh is fresh and the MAC-I is correct, the UE can identify the message as a true paging message and initates the Service Request procedure. Otherwise, the paging message should be identified as a forged message and be abandoned by UE.

Case2: RAN-initiated paging protection

In this case, the RAN paging message is intiated by the latest serving NG-RAN node. In this scenario, the serving NG-RAN node uses the KRRC-int and the integrity algorithm stored in the UE AS security context to calculate the R-MAC-I with the input of I-RNTI and RAN-refresh as a refresh parameter

. 
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Figure 2 RAN-initiated paging protection
1. The serving NG-RAN node shall calculate the R-MAC-I with the input of I-RNTI and RAN- refresh, using the KRRC-int and the integrity algorithm stored in the UE AS security context. The RAN paging message initiated by the serving NG-RAN node includes the R-MAC-I and the RAN- refresh. 

2. The NG-RAN Node2 transfers the I-RNTI, RAN-refresh and the R-MAC-I with the radio interface paging message to UE. 

The serving NG-RAN node also broadcasts the paging message with I-RNTI, RAN-refresh and R-MAC-I on the radio interface of the intra-node cells. 

3. The UE monitors the paging channle.  If the UE ID in the paging message is same with the stored I-RNTI, the UE checks the RAN- refresh and validates the R-MAC-I with the stored KRRC-int and the integrity algorithm. If the RAN-refresh is fresh and the R-MAC-I is correct, the UE can identify the message as a true paging message and initiate the RRC resume procedure and then start the Service Request procedure. Otherwise, the paging message should be identified as a forged message and be abandoned by UE.
6.Y.3
Evaluation 

This solution addresses the key issue #x[6] by protecting paging messages utilizing stored NAS and AS security context.

This solution introduces an effecient method to provide integrity protection and replay protection for both CN-initiated and NG-RAN-initiated paging messages in order to protect CIOT terminals from sleep deprivation attacks.
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