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Decision/action requested

Approve this contribution for a new key issue in TR 33.861.
2
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3
Rationale

Battery-powered CIOT devices are sensitive to power consumption. According to the actual test of NB-IOT modules, the average power consumption in the Connect state is approximately 100 times as much as that in the eDRX state, and about 50 times as that of the IDLE state. 

If a CIOT terminal enters the Connect state frequently to send messages, it will drain battery fast. An attacker may forge the paging messages of a CIOT terminal on every possible paging occasion, and this will cause the terminal to enter the Connect state very often, which will result in the depletion of the terminal’s battery quickly. 
This contribution proposes a new Key Issue on sleep deprivation attacks to CIoT UEs through forging their paging messages so that they stay at Connect state and drain the battaries. 
4
Detailed proposal

********** START OF 1st CHANGE **********
Key issue #X: Sleep deprivation attacks to CIOT terminals 
5.X.1
Description
This key issue addresses the security aspects of key Issue 4: Power Saving Functions in SA2 TR 23.724 [3].

Low-power CIOT terminals have stringent requirements on power consumption. For a typical low-power low-data-rate CIOT terminals, a battery life of more than 10 years is expected. 

To meet the expectations of long battery lives of low power devices, the Discontinuous Reception (DRX) mechanism is used to reduce power consumption when a UE is in a RRC_IDLE state or RRC_INACTIVE state. Specifically, the UE only monitors the PDCCH for a paging indication at a specific Paging Occasion (PO) in a specific Paging Frame (PF). 

However, by eavesdropping over the air interface, an attacker can get the UE’s 5G-S-TMSI and other parameters required in calculation of PO and PF, following the standard formulas described in TS36.304 [1] or TR38.304 [2]. As the paging messages are in plain text, the attacker can subsequently send forged paging meesages by tampering the UE’s previous paging messages at the re-calculated paging PO. As a result, the UE wil wake up and initiate the random access procedure and enter the Connect state. This will cause the rapid depletion of UE’s battery. 
5.X.2
Potential security threats
It is possible for an attacker to forge the UE’s paging messages by replay or tempering to page the CIOT UEs.  Frequent such attempts will deplete the UE’s battery fast. 

5.X.3
Potential security requirements

5GS should provide integrity protection and replay protection to paging messages.

********** END OF 1st CHANGES **********
