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1
Decision/action requested

This contribution proposes a new solution of TR 33.861.
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References
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3GPP TS 23.288: “Architecture enhancements for 5G System (5GS) to support network data analytics services”
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Rationale

This solution addresses the key issue #4 “Signalling overload due to Malicious Applications on the UE”. Many IoT terminals support mobility such as police or military terminals, Smart - Automated Cars etc. When mobility-enabled UEs are compromised to trigger a DDos attack to the network, mutliple RANs may be potential victims.
This contribution is an extention to Solution 17. It provides the mechanism for RAN to share the malicious UE list with neighbour RANs for mitigating DDoS attacks when malicious UEs are moving. RAN can decide how to deal with the UE list depending on its workload.
4
Detailed proposal

********** START OF 1st CHANGE **********
6.X
Solution #X: Mitigate DDoS Attack on RAN based on RAN coordination

6.X.1
Introduction

This solution addresses the key issue #4 “Signalling overload due to Malicious Applications on the UE”. And it is an extension to Solution 17. 

Many IoT terminals support mobility such as police or military terminals, Smart - Automated Cars etc. Mobility-enabled terminals could be compromised to perform similar actions at the same time and cause a signalling attack. It is assumed that the NWDAF can identify misbehaving UEs and then notify AMF as defined in TS23.288 [12]. If there are plenty of misbehaving UEs in the same RAN, AMF distributes a list of these UEs to the affected RAN.

After the RAN get the misbehaving UE list from AMF, it can distribute the UE list to its neighbour RANs. Then if the misbehaving UEs move to other RANs, the target RANs could reject them at the first time to save resources.
6.X.2
Solution details
This solution is based on solution 17 in this specification.
After the AMF notify the specific RAN node of the malicious UE list, the RAN reports mapped malicious UE list to its neighbour RANs. The target RANs handle the list using the same mechanism as the source RAN that is described in solution 17.
6.X.3
Evaluation

This solution provides a mechnisim to mitigate DDos attacks on RAN when mobility-enabled IoT UEs are compromised to launch attacks.
********** END OF 1st CHANGES **********
