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Decision/action requested

It is suggested that the new Solution is added to the study in 33.835
2
References
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Rationale

According to Key issue #12, application keys shall have a maximal lifetime equal to the lifetime of the anchor key. This could mean that an application key can continue to be used even if the parent authentication key expires. If the re-negotiation of the authentication key fails, the application keys shall be revoked, according to Key issue #X_rev.

This document proposes a solution for the revocation process. We use the following high level architecture as basis for the solution. 
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4
Detailed proposal

It is proposed to approve the following changes for inclusion in TR 33.835.

***
BEGIN CHANGES
***

All text below is new. For better readability, no change marks are used. 
6.X
Solution <X_rev>: Key revocation 
6.x.1
Introduction
This solution addresses the key issue #X_rev. According to the key issue, it shall be possible to revoke the application keys in a secure way.  
6.x.2
Solution details
6.x.2.1
Revocation in Application function
Between the anchor function and the application functions, there must be some secure interface in place providing confidentiality and authenticity, since this is used to transport the application keys. The revocation can be performed over that same interface and benefit from existing security procedures. 

The anchor functions must keep a list of recipient AFs for each UE to keep track of which AFs to send a revocation to. the revocation request must at least include the application key identifier.
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6.x.2.1 
Revocation in UE

For revocation in the UE there are the following options

1. Send revocation request from Anchor function to UE bootstrapping client 

2. Let the application function handle the revocation by not providing any service to the UE when the application key is revoked

3. Let the bootstrapping client in the UE handle revocation itself when authentication fails
For the revocation to be authenticated, option1 could use the old anchor key. This is not optimal since the key is expired.  
Option 2 might not work if the application function is not functioning properly due to crash or similar. 

Option 3 relies on the UE itself being responsible for the revocation. Since the UE bootstrapping client and anchor function shall perform mutual authentication, the bootstrapping client will know when the authentication fails. The bootstrapping client can then revoke the application keys in the respective application. 

The bootstrapping client needs to save a list of identities of derived keys and their respective application, to be able to perform the revocation.

The interface between the bootstrapping client and the application must provide confidentiality and authenticity, since this is used to transport the application keys. The revocation can be performed over that same interface and benefit from existing security procedures. 
Editor’s Note: Detailed description of the procedures and the steps after revocation are FFS.  
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***
END OF CHANGES
***
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