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Decision/action requested

It is requested to approve the proposed content for new solution to TR 33.861
2
References

[1]
3GPP TR 33.861 v0.3.0: “Study on evolution of Cellular IoT security for the 5G System.”
3
Rationale

The potential DDoS attack in CIoT may be launched as addressed in the key issue #4 in TR 33.861[1]. This solution proposes procedures to deal with maliciously behaving devices which may send packet floods in user data plane to the network. The paper proposes to fight against DDoS attack and discard malicious packets of user data plane. The management is launched in UE side. Compared with solution 6 in TR 33.861[1], this solution provides specific configuration information. Meanwhile, extra UESF in solution 6 is not needed.
4
Detailed proposal
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6.X
Solution #X: Security Solution on DDoS attack mitigation
6.X.1
Introduction
This solution addresses key issue #4 Signalling overload due to Malicious Applications on the UE. If a large number of misbehaving UEs send user plane packets to the network may lead to DDoS attack against CN, e.g. UPF. The key issue proposes to detect the attack and protect the network against DDoS attack. 
This solution assumes that the UE is a dual-modle UE(e.g. able to receive and send).
The key issue assumes that the malicious behaviour on the UE is the result of an attacker having access to the application on the UE which it can instruct to make certain requests to the network. An attacker could have obtained this access through the over the top service and could for example instruct the UE to set up dedicated bearers or request access to certain network slices. An important assumption of this key issue is that the UE part that is responsible for executing the radio instructions remains untouched.
The 5GC need to control the traffic between UE and network if DDoS attack happens. So this solution is proposed to dynamically enable the network to instruct the UE to discard the type of traffic that matches the DDoS packet of user plane and maintain the traffic of the normal connetctions. The action of discarding malicious packet is done in UE side.
6.X.2
Solution details
6.x.2.1
Architecture
The proposed solution focuses on discarding the DDoS packet in UE side based on the instruction form network side. The network side of the solution assumes that the detection capability, security decision making capability and their logic are already in place and exist. The detection function (DF) collects the UE and network activities to detect abnormal UEs and their behaviors (e.g. potentially substantial increase of traffic compared to known trends or usage of the IoT device). For example, the DF can be NWDAF as defined in TS 23.501[XX]. The conclusion for normative work based on Solution 8 in TR 23.791[YY] is proposed to use NWDAF to identify the misused or hijacked mIoT terminals. Based on the received report from DF, security function (SF) (can be co-located with DF or PCF) makes decisions to mitigate agasinst the attack by instructing the PCF to create packet filter and deliver it to UE. If UE’s packet matches rules defined in the filter, the packet is regarded as malicious packet and discarded at the UE side.
6.x.2.1
Procedure
Editor’s Note: how the filters are determined are FFS.
The UE’s dynamic packet filtering delivery method to mitigate DDoS attack is depicted in figure 1. 
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Figure 1: UE’s packet filtering method to mitigate DDoS attack
1. The SF request the detection report to DF;

2. DF reply the detection report to SF;  
3. Based on the report, the SF make decisions and create instructions;
4. SF send the instructions to PCF;
5. Based on the instructions, the PCF create packet filters including IP address, source port, target port and so on as described in clause 5.7.6 in TS 23.501[XX];
      6-8. The PCF sends packet filter(s) to UE; 

     9. UE receives and stores packet filters. If the uplink data matches with the packet filters, the UE discard the packets.
6.X.3
Evaluation
FFS
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