3GPP TSG SA WG3 (Security) Meeting #94
S3-190320
28 January – 1 February 2019, Kochi (India)


Source:
Nokia, Nokia Shanghai Bell
Title:
Key Issue on NAS termination in TWIF
Document for:
Approval
Agenda Item:
8.7
1
Decision/action requested

It is requested to add a new key issue into TR 33.807
2
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3
Rationale

SA2 TR 23.716 has endorsed Solution #3 in clause 7.3 as the basis for normative work on registering UEs to 5GC via Trusted WLAN (TWAN), when the UEs cannot support NAS over TWAN.

In the proposed solution, the TWIF exposes N1 interface to the 5GC and generates NAS signalling on behalf of the registering UE. The main issue is here about how NAS security is established in TWIF, which is a device that is not regular 3GPP UE equipped with UICC.

This pCR creates a key issue in TR 33.807 to investigate these issues further.
4
Detailed proposal

*************** Start of Change 1 ****************
5.B
Key Issue #B: NAS termination in Trusted WLAN Interworking Function (TWIF)
5.B.1
Key issue details
Solution #3 in clause 7.3 of TR 23.716, is endorsed as a basis for normative specification for the scenario of connecting UEs, which do not support 5G NAS signalling over WLAN, to the 5GC via a trusted WLAN access network. This solution covers two types of UEs – 5G UEs that are not capable to operate as 5G UEs over a WLAN network and non-3GPP devices without any NAS capability.

In this solution, the responsibility of registering these UE’s, terminating N1/NAS messages, enforcing NAS security etc. lies with the Trusted WLAN Interworking Function (TWIF). The TWIF function implements the NAS protocol stack and exchanges protected NAS messages with the AMF on behalf of the UEs.
The solution #3 specifies EAP framework as the basis for authenticating the UE over the trusted WLAN. After a successful authentication of the UE, the AMF receives the KAMF key from the SEAF and derives NAS signalling keys. It then goes on to activate the NAS security context with the TWIF. 
The TWIF however is not a regular 3GPP UE equipped with a UICC. It needs a different mechanism to generate the required NAS keys and securely respond to the AMF with the Security Mode Complete NAS message. 
The aim of this key issue is to study the problem of how NAS keys are generated in TWIF specific to the registering device (i.e. based on the identity of the device), and what, if any, changes are required in AMF.
5.B.2
Security threats
TBA
5.B.3
Potential Security requirements
The TWIF shall generate NAS signalling keys when it registers a non-3GPP device or a 3GPP device without NAS support over TWAN, to the 5GC and use them to securely send NAS messages on behalf of the device.
*************** End of Change 1 ****************
