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1
Decision/action requested

SA3 is kindly asked to approve the proposed test case of mutual authentication for SEPP-specific functional requirements derivied from 33.501.
2
References

[1]
3GPP TS 33.517

5G Security Assurance Specification (SCAS) for the Security Edge Protection Proxy (SEPP) network product class
[2]
3GPP TS 33.501
Security architecture and procedures for 5G system

3
Rationale

Based on [1], this pCR proposes the test case of mutual authentication as one of the SEPP-specific functional requirements derivied from 33.501, as well as adding the references used in the main text. 

4
Detailed proposal

*************** Start of the 1st Change ****************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[x]
3GPP TS 33.501: “Security architecture and procedures for 5G system”
[y]
3GPP TS 33.117: "Catalogue of General Security Assurance Requirements"
*************** Start of the 2nd Change ****************

4.2.2
Security functional requirements on the SEPP deriving from 3GPP specifications and related test cases


4.2.2.X
Authentication and key management
4.2.2.X.1
Authentication between SEPP and NF
Requirement Name: Multual authentication between SEPP and NF within one PLMN
Requirement Description:

“Authentication between SEPP and network functions within one PLMN shall use one of the following methods:

-
If the PLMN uses protection at the transport layer, authentication provided by the transport layer protection solution shall be used for authentication between SEPP and NFs.
-
If the PLMN does not use protection at the transport layer, authentication between SEPP and NFs within one PLMN may be implicit by NDS/IP or physical security (see clause 13.1).
” as specified in TS 33.501 [x], clause 13.3.3.

Security Objective references: tba

Test case: 
Test Name: TC_SEPP_NF_MUTUAL_AUTHENTICATION
Purpose:

Verify that SEPP supports mutual authentication with network functions within one PLMN.
Procedure and execution steps:

Pre-Conditions:

· Network product documentation is provided by the vendor containing information about supported TLS protocol and wildcard certificate.
· Test environment with a network function instance supporting both TLS, which may be simulated.

· The tester shall base the test on the profile defined by 3GPP in Annex E of TS 33.310 with the restriction that it shall be compliant with the profile given by HTTP/2 as defined in RFC 7540.

Execution Steps 
The requirement mentioned in this clause is tested in accordance with the procedure and execution steps in TS 33.117 [y] clause 4.2.2.x.c for TC_NF_MUTUAL_AUTHENTICATION_ONE_PLMN.
Expected Results:

· Mutual authentication is successful and communication between the network product under test and the network function instance (with correct credentials) is established.

· Mutual authentication failed and communication between the network product under test and the network function instance cannot be established if the peer only offers protocol version and combination of cryptographic algorithms that are forbidden by the TLS profile.

Expected format of evidence: 
Provide evidence of the check of the product documentation in plain text. Save the logs and the communication flow in a .pcap file.
4.2.2.X.2
Authentication between SEPPs and key agreement
Requirement Name: Multual authentication between SEPPs and key agreement
Requirement Description:

“The SEPP shall perform mutual authentication and negotiation of cipher suites with the SEPP in the roaming network” as specified in TS 33.501 [x], clause 5.9.3.2.
“If there are no IPX entities between the SEPPs, TLS shall be used between the SEPPs. If there are IPX entities between SEPPs, application layer security on the N32-f interface shall be used for protection between the SEPPs.”
as specified in TS 33.501 [x], clause 13.1.
Security Objective references: tba

Test case: 
Test Name: TC_SEPP_MUTUAL_AUTHENTICATION
Purpose:

Verify that SEPP supports mutual authentication and key agreement with a peer in a different PLMN either using TLS or using application layer security.
Pre-Conditions:

· Network product documentation is provided by the vendor containing information about supported TLS protocol and certificates and the cipher suite for N32-f signalling protection.
· Test environment with a peer SEPP supporting both TLS and Application Layer Security (JWE, JWS), which may be simulated.
· The tester shall base the test on the profile defined by 3GPP in Annex E of TS 33.310 with the restriction that it shall be compliant with the profile given by HTTP/2 as defined in RFC 7540.
· The tester shall configure the protection policies (Data-type encryption policies, Modification policies) on the network product under test and the peer SEPP.
· The tester shall configure the IPX security information lists containing information on IPX public key/Certificate on the network product under test and the peer SEPP.
Execution Steps 
A.
Test Case #1: with no IPX entities inbetween
The execution steps are in accordance with the execution steps in TS 33.117 [y] clause 4.2.2.x.b for TC_PROTECT_TRANSPORT_LAYER.
B.
Test Case #2: with IPX entities inbetween
Based on the successful result of test case #1,
1) The network product under test and the peer SEPP perform a cipher suite negotiation to agree on a cipher suite to be used for NF service related signalling protection over N32-f.

2) The network product under test and the peer SEPP exchange the IPX security information list needed to verify IPX modifications.
3) The network product under test and the peer SEPP use the TLS export function to independently export keying material associated with the TLS connection established in the test case #1, and use it as the pre-shared N32-f master key.
4) The peer SEPP sets up a second mutually authenticated TLS connection with the network prodcut under test.
Expected Results:

For test case #1:
· Mutual authentication is successful and communication between the network product under test and the peer (with correct credentials) is protected.

· Mutual authentication fails and communication between the network product under test and the peer cannot be established if the peer only offers protocol version and combination of cryptographic algorithms that are forbidden by the TLS profile.

For test case #2:

· The N32-f security context is established at the network product under test, including two pairs of JWE session keys, two pairs of IV salts, negotiated cipher suites, Modification Policy IDs, counters, IPX security information list.
Expected format of evidence:
Provide evidence of the check of the product documentation in plain text. Save the logs and the communication flow in a .pcap file.
*************** End of Change ****************

