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1
Decision/action requested

This document proposes a new key issue on slice-specific security in roaming.
2
References

3
Rationale

This contribution proposes to study slice-specific Security issues in roaming including:

-
Security on the transmittion of slice-specific information in roaming.
-
Security on the mapping of NSSAI in roaming
-
Proper action of VPLMN for slicing support
4
Detailed proposal

We propose this issue can be accepted and integrated into TR33813.

***
BEGIN CHANGES
***

X
 Key issues
X.Y
Key Issue #X: Slice-specific Security in roaming
X.Y.1
Description

There are three issues on slice-specific security in roaming which are listed as belows.

1. Security on the transmission of slice-specific information in roaming
TS23502 defines some procedures in roaming scenatrio including the registration, the PDU session establishment and the SMF selection procedure and so on. In these procedures, some slice-specific information (e.g., NSSAI, S-NSSAI, NSI ID for the selected Network Slice instance, SMF information for the selected Network Slice instance, V-CN-Tunnel-Info, H-CN-Tunnel-Info) are transmitted in messages between entities (e.g. NSSF, NRF, SMF) in H-PLMN and V-PLMN. Some example messages are listed as belows:

· SMF seclection: 

· Between V-NSSF and H-NSSF: Nnssf_NSSelection_Get, Nnssf_NSSelection_Get response.

· Between V-NRF and H-NRF: Nnrf_NFDiscovery_Request, Nnrf_NFDiscovery_Response.

· PDUsession establishment:

· Between V-SMF and H-SMF: Nsmf_PDUSession_Create Request, Nsmf_PDUSession_Create Response.

The slice-specific information in these messages should be protected with integrity and confidentiality.

2. Security on the mapping of NSSAI in roaming
TS23501 defines network slicing support for roaming. When the VPLMN and HPLMN have a SLA to support non-standard S-NSSAI values in the VPLMN, the NSSF of the VPLMN maps the Subscribed S-NSSAIs values to the respective S-NSSAI values to be used in the VPLMN. Depending on operator's policy and the configuration in the AMF, the AMF may decide the S-NSSAI values to be used in the VPLMN and the mapping to the Subscribed S-NSSAIs. Different slices identified by different S-NSSAIs and provided by different PLMN may have different security levels and security features. 

The slices that are accessed by the UE and are corresponding to the S-NSSAI to be used in VPLMN should not provide a lower security level than those corresponding to the mapping to the subscribed S-NSSAI in HPLMN. 

3. Proper action of VPLMN for slicing support
As defined in TS23502, on one hand, the VPLMN maps from the allowed S-NSSAI of the VPLMN to the HPLMN S-NSSAI which can be used afterwards in the request from VPLM to HPLMN or in the registeration response to UE.

On the other hand, in home-routed roaming, VPLMN invokes some service operations to HPLMN by including slice-specific information for slicing support. For example, 

· Selection of Network slice in HPLMN: The NSSF in the VPLMN invokes the Nnssf_NSSelection_Get service operation of NSSF in home PLMN (hNSSF) by including the HPLMN S-NSSAI that maps from the Allowed NSSAI of the VPLMN.

· Discovery of SMF in HPLMN: The NRF in VPLMN identifies NRF in home PLMN (hNRF) and requests "SMF Discovery" service of hNRF to get the expected NF profile(s) of the SMF deployed in the home PLMN. The parameter may include S-NSSAI, NSI ID if available, and other service related parameters.
5G system should ensure that the VPLMN performs proper actions listed above. 
X.Y.2
Threats

There are slice-specific threats in roaming which are listed as belows.

1. Threats to the transmittion of slice-specific information in roaming
Attackers may launch attacks to the transmittion between H-PLMN and V-PLMN, and destroy the integrity of the slice-specific information in messages. This will impact the registration or the PDU session establishment procedure in roaming.  

2. Threats in the mapping of NSSAI in roaming
If security level of the slices that are corresponding to the S-NSSAI to be used in VPLMN is lower than those corresponding to the mapping to the S-NSSAI in HPLMN, the data from the UE may not get enough protection in VPLMN.
3. Improper action of VPLMN for slicing support
If the VPLMN doesn’t perform correct mapping as defined in the configuration or SLA, or sends false HPLMN S-NSSAI or NSI ID, the false slice-specific information may result in wrong slice instances selected and used in HPLMN. This means the UE may have access to unauthorized NSIs or NSIs that are not security enough for the UE in HPLMN.

X.Y.3
Requirements

Based on the analysis above, there are some requirements for slicing support in roaming scenario.

· S-NSSAI in Nnssf_NSSelection_Get and NSI ID in Nnssf_NSSelection_Get response between V-NSSF and H-NSSF should be protected with integrity.

· S-NSSAI and NSI ID in Nnrf_NFDiscovery_Request and NF profile(s) of the vSMF in Nnrf_NFDiscovery_Response between V-NRF and H-NRF should be protected with integrit.
· V-CN-Tunnel-Info in Nsmf_PDUSession_Create Request and H-CN-Tunnel-Info in Nsmf_PDUSession_Create Response between V-SMF and H-SMF should be protected with integrity.
· The slices that are corresponding to the S-NSSAI to be used in VPLMN should not provide a lower security level than those corresponding to the mapping to the subscribed S-NSSAI in HPLMN.
· 5G system should allow the HPLMN check the received mapping H-NSSAI with that defined in the SLA or subscribed NSSAI.
***
END OF CHANGES
***
