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1
Decision/action requested

Approve this contribution to study a new key issue of TR 33.813.
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Rationale

It has been concluded in R15 that S-NSSAI is not transmitted in initial NAS messages, unitl security context is established [1]. Besides S-NSSAI is by default not transmitted in AS messages, unless a serving PLMN instructs the UE to do so [2]. These approaches leave two open issues needed to be addressed in R16
· Efficiency of AMF relocation after authentication
· Home PLMN control on NSSAI transmission

4
Detailed proposal

pCR

***
BEGINNING of CHANGES
***

6.X
Key Issue #X: Confidentiality protection of NSSAI and home control

6.X.1
Key issue details

NSSAI may contain sensitive information that causes privacy concerns when transmitted in clear. For example, a particular NSSAI may be linked to a slice instance exclusively for UEs serving police officers. It has been concluded in Rel-15 that S-NSSAI is not transmitted in initial NAS messages, unitl security context is established. Besides S-NSSAI is by default not transmitted in AS messages, unless a serving PLMN instructs the UE to do so. These tentative decisions leave two open issues needed to be addressed in Rel-16
· Efficiency of AMF relocation after authentication

· Home PLMN control on NSSAI transmission

The objective of this key issue is to investigate alternative solutions, e.g. public keys based approaches, to address both issues in Rel-16. 
Z.X.2
Security and privacy threats

The network can not allocate a correct AMF to a UE when NSSAI is not transmitted during the initial attach procedure. This will lead to frequent AMF allocation after authentication between UE and AMF, causing unnecessary overloading to the network. 

In addition, an attacker in a compromised serving PLMN can gather sensitive information by requesting UE to transmit NSSAI in clear, keeping Home PLMN in the dark.
Z.X.3

Potential Security requirements



5G system shall provide efficient confidentiality protection for NSSAI transmission. 

5G system shall provide proper Home PLMN control on NSSAI transmission. 
. 
***
END OF CHANGES
***
