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Decision/action requested

It is requested to approve the proposed content for new solution to TR 33.819
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Rationale

Where a roaming agreement between a PLMN operator and an NPN operator allow, the 5G system supports UE’s access to NPN via PLMN and vice versa as solutions described in TR 23.734 [1]. The NPN is assumpted to be built and configured based on 5GS architecture. For accessing to NPN service via PLMN, UE first registrates in the PLMN. Afterwards, the PDU session is established to access to the NPN and obtains IP connectivity via the PLMN.  The UE discovers an N3IWF provided by the NPN, and establishes connectivity to the N3IWF via the PLMN. 

In this roaming scenario, if a large number of unauthorized (malicious/hijacked) UE perform registration procedure to NPN via PLMN but fail the authentication, they may repeat the procedure over and over. Distributed denial-of-service is accomplished by flooding NPN network with superfluous requests to overload systems and prevent legitimate requests from being fulfilled. In the meantime, the mass request occupied large communication overhead of PLMN.  
Based on the result, the paper proposes to fight against DDoS attack and discard malicious traffic flow in PLMN, which address the security requirement of key issue #Y.
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Detailed proposal
***********************Start of the first change************************

6.X
Solution #X: Security Solution on DDoS attack mitigation
6.X.1
Introduction
This solution addresses key issue #Y. 
This solution is proposed to mitigate against threats described in Key Issue #Y. If UE performs multiple primary authentication to NPN via PLMN but failed for a threshold number of times, the NPN will make a decision to restrict the access of UE for a specified period of time and send rejection notification to PLMN. PLMN may then modify the PDU session and abort the flow to NPN. When UE tries to establish a PDU session to NPN the next time, the request will be rejected if the attempt is within the specified period of time.

6.X.2
Solution details
The proposed solution is propose to mitigate the DDoS attack to NPN and decrease the overhead of PLMN.  The detailed flow is shown in figure 1.  

[image: image1.emf]UE

PLMN

1. UE discovers, selects and connects to a PLMN 

3. Non-public network N3IWF 

discovery and selection

Non-public network 

configuration

Public PLMN 

credentials

N3IWF

Non-public 

network

4. UE triggers the registration to non-public network via N3IWF

5. UE authenticates to NPN using  non-public network credentials

2. Establish PDU Sessions To obtain IP 

connectivity via PLMN

6. Record failure information 

and may reject UE for a period

7. Failure and rejection information 

8. Modify or release PDU Sessions Based 

on received information from NPN

9. Reject the PDU session establishment to 

NPN within the reject period


Figure Y.1: network requested PDU Session Modification to mitigate DDoS attack

1. UE first registers in the PLMN and obtains IP connectivity via the PLMN;

2. The PDU session is established to access to the NPN;

3. UE discovers and selects N3IWF;

4. UE triggers the registration request to the NPN;

5. UE authenticates to NPN using NPN credentials;
6. NPN records the authentication log. If UE failed the authentication for a threshold number of times, the NPN may reject the UE’s access for a specified period of time;
7. N3IWF in NPN send authentication response and rejection information to PLMN;
8. If NPN rejects the UE’s access for a specified period of time, the PLMN will modify or release PDU session to discard UE’s packet to NPN;
9.  If UE requests the PDU session establishment to NPN before the specified period time ends, the PLMN will reject the request. 
6.X.3
Evaluation
FFS
***********************End of the first change*************************
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