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1
Decision/action requested

It is proposed to add the proposed solution to the TR 33.835.
2
References

3GPP TR 33.835 v0.2.0
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)".
3
Rationale

Privacy of  SUPI shall be protected. SUCI or other forms of user identity is used instead of SUPI as the  user identity exchanged between the UE and the network for the purposes of AKMA services.
4
Detailed proposal

***
BEGIN CHANGES
***

6.X Solution <X>: Privacy Protection of SUPI
6.x.1 Introduction
This solution addresses the key issue #5: User privacy.
Privacy of SUPI shall be protected. SUCI or other forms of  user identity is used instead of SUPI as the  user identity exchanged between the UE and the network for the purposes of AKMA services.
6.x.2 Solution details
In this solution, privacy of SUPI is protected as following:

-
SUPI shall be never used as the user identity exchanged between the UE and the network for the purposes of AKMA services. Instead, user identity shall be in the form of SUCI, user identity derived from SUCI or TMPI.
-
The user identity derived from SUCI should be formatted as SUCI@ims.MCC.MNC.router ID.3gppnetwork.org
-
The anchor function (e.g. the BSF) should identify the UDM/ARPF in the Home Network of the UE according to the user identity in the message from the UE.

-
The UE shall respond with an Identity Response carrying an SUCI or a user identity derived form SUCI, when requested.
6.x.3 Evaluation
Editor’s note: The evaluation of the solution is FFS.
***
END OF CHANGES
***

