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1	Decision/action requested
 The contribution identifies the issues in the efficiency of IPsec and kindly suggests SA3 to create a SID to study these issues.
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3	Discussion
3.1 Requirements of IPsec in 5G
IPsec is one of the basic functions to provide security of data transferring. In TS 33.501, it is a essential function that gNB should be supported. Such description in clause 9.8.2 is as following:
“In order to protect the traffic on the F1-U interface, IPsec ESP and IKEv2 certificates-based authentication shall be supported as specified in sub-clause 9.1.2 of the present document with confidentiality, integrity and replay protection. 
In order to protect the traffic on the F1-C interface, IPsec ESP and IKEv2 certificates-based authentication shall be supported as specified in sub-clause 9.1.2 of the present document with confidentiality, integrity and replay protection. 
IPsec is mandatory to implement on the gNB-DU and on the gNB-CU. On the gNB-CU side, a SEG may be used to terminate the IPsec tunnel.”
Besides that, clause 9.2, 9.3 defines the same requirement to give N2 and N3 protection.

3.2 Data rate capabilities defined in ITU and 3GPP
5G network will support three typical application scenarios, i.e. eMBB, mMTC and uRLLC. For eMBB, ITU-R defines IMT-2020 should provide enhanced key network capabilities including 20Gbps per UE to support eMBB service..
3GPP TS 38.913 defines target peak data rate should be 20Gbps for downlink and 10Gbps for uplink per UE, and experiment shows throughput and code rate for LDPC can reach that target. 

3.3 Gap analysis of the efficiency of IPsec and 5G data rate requirements
Obviously, the IPsec should not affect the data rate performance of 5G networks. In fact, the current performance of IPsec is far from the 5G data rate requirements:
· The target peak data rate should be 20Gbps for downlink and 10Gbps for uplink per UE. If an IPsec is deployed in F1 for the UE, the experimental data shows that the maximum throughput of single IPsec tunnel can only reach about 3Gbps.
· Assuming that a single DU supports 20Gbps, one CU connects dozens of DUs, maybe even more. Therefore, throughput requirements of one CU can reach several hundred gigabits. If N2/N3 interface is deployed with IPsec, the performance can not meet the throughput requirements of CU.
How to improve the efficiency of IPsec needs to be studied to meet 5G data rate requirements.

4 	Suggestion
It is proposed to create a SI to study the enhancement of IPsec to meet 5G data rate requirements.
