3GPP TSG SA WG3 (Security) Meeting #94
S3-190119
28 January – 1 February 2019, Kochi (India)


Source:
Deutsche Telekom AG
Title:
Inter-PLMN N9 Security
Document for:
Discussion

Agenda Item:
8.1
1
Decision/action requested

This is a discussion paper to present the need for inter-PLMN N9 security, background and dependencies. This paper intends to opt for N9 security and to agree on a way forward.
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Rationale

GSMA Networks Group (NG) have sent an LS to SA groups to ask for inter-PLMN N9 security [2]. TS 33.501 [1] not yet covers this aspect. This discussion paper raises relevant aspects and proposes how to move forward on N9 security for 3GPP Release 16.
4
Detailed proposal

Inter-PLMN signalling via N32 is properly protected by the 5G security specification [1]. Inter-PLMN N9, which carries user plane traffic, is not yet covered, however. GSMA NG have identified this gap and ask SA3 to specify Inter-PLMN N9 security.
4.1
Existing functionality in 4G

In the LTE standard, GTP-C is used for CP messaging and GTP-U is used for user plane traffic. At the network edge of a PLMN operator, both these protocols can be handled together in the same filtering network element (“filter”). If a user session is being established through GTP-C signalling messages, the filter knows about active and valid sessions, identified by their TEIDs. As soon as GTP-U traffic comes in, the filter can determine if the GTP-U traffic corresponds to a valid session or not. The filter can decide to forward or drop the GTP-U traffic accordingly.

The filter is not part of the 3GPP standard, but it is implemented and widely used by PLMN operators to date. 

4.2
Differences between 4G and 5G inter-PLMN communication
In 5G, GTP-C is replaced by SBA and HTTP/JSON based signalling messages. However, GTP-U is continued to be used for user plane traffic transmission. At the network edge, the SEPP performs message filtering of the HTTP/JSON based signalling messages on N32. GTP-U traffic is not handled by the SEPP, as the N9 interface is between visited and home UPF. Upon reception of user traffic, the UPF cannot determine if this user traffic belongs to a previously successfully established user session or not. 
A filtering network element cannot but put at the network edge to the N9 interface, as the filtering network element would not be able to distinguish legitimate from illegitimate traffic.

4.3
Protection goals

For PLMN operators the following security aspects are relevant:
1. Protecting their own network at the network edge by only allowing legitimate UP traffic, and

2. Protecting sensitive user data from eavesdropping and manipulation.

Whereas 1. Is widely deployed by PLMN operators to date by using GTP-aware firewalls, there is no protection of inter-PLMN UP traffic in LTE.

4.4
Use cases

There are two use cases that are to be considered. They are related to the protection goal in section 4.3 above.
PLMN operators want to filter incoming and outgoing network traffic at the network edge on all interfaces. One of these interfaces is N9.

Subscriber data transmitted on N9 may be sensitive and PLMN operators may want to be in the position to protect this traffic whenever it leaves their network domain. 

4.5
Possible solutions
4.5.1
PLMN edge protection on N9

As argued above, there is the need to determine at the network edge, if incoming GTP-U traffic is legitimate – i.e. it belongs to a previously successfully established subscriber session – or not. Even though the LTE specification does not cover the aspect of GTP interface security, the PLMN operator is able to put a GTP-aware filter at the network edge. In 5G, however, where CP and UP are split into different protocols and are handled by different network functions, a simple filtering solution is not possible. 
Observation 1:
A simple filtering solution for GTP-U traffic on N9 cannot be introduced by PLMN-operators without standardisation by 3GPP.

To protect their networks from illegitimate traffic, PLMN operators require a security solution that allows them to distinguish legitimate from illegitimate UP traffic on N9. 
It is therefore proposed to introduce in the 3GPP Rel. 16 specification a new network function (NF) that is located at the network edge in front of the UPF. This new network function has an interface to the SEPP and can exchange identifiers (and additional information as needed) of successfully established sessions. The new NF acts as GTP-U filter node forwards GTP-U traffic that belongs to successfully established sessions and blocks all other traffic. 

Proposal 1:
Introduce a new NF that acts as filter at the network edge on N9 in front of UPF to only forward GTP-U traffic, belonging to successfully established sessions.
This new NF interfaces with the SEPP to learn from the SEPP about the successfully established sessions. This interface should also be standardised by 3GPP to ensure interoperability between SEPP and this new NF.
Proposal 2:
Introduce a new interface between the SEPP and the new NF from Proposal 1 to exchange information about successfully established sessions.
It should be noted that realizing the above proposals is not solely within the remit of 3GPP SA3. If the group decides to endorse this way forward, SA2 will have to be involved as well.
4.5.2
Subscriber security and privacy on N9
Inter-PLMN user traffic on N9 contains any home-routed user traffic from the visited network to the home network. This traffic may contain sensitive information, such as privacy-related information and SIP control plane messages for voice calls. Due to this sensitivity it is advisable to protect this traffic.

In addition, on transit there is no need to read or modify GTP-U traffic on N9. Only the sending UPF and the receiving UPF process GTP-U traffic.

Proposal 3:
User traffic on N9, encapsulated in GTP-U, should be confidentiality protected, integrity protected and authenticated.

A straightforward solution in the line of previous 3GPP specifications on securing exposed interfaces is to use NDS/IP [3].
Proposal 4:
Use NDS/IP for GTP-U protection on N9 and extend TS 33.501 accordingly.
While there are no scalability issues that need to be considered (see 4.6 below), there may be latency issues related to this protection that require further investigation, as outlined in 4.7 below.

4.6
Scalability considerations
The sum of all GTP-U traffic received by the HPLMN may be large. There is likely the need for multiple instances of a SEG that terminates NDS/IP protected N9 traffic. The NDS/IP specification [3] is agnostic to scalability and no further considerations are required in 33.501. 
As key management is out of scope of 3GPP specifications, there are no further considerations in the context of multiple instances of SEGs for N9, too. 
4.7
Latency considerations

The use of NDS/IP, especially integrity protection and authentication, may slow down end-to-end communication by a measurable amount of time. Particularly in low latency use cases, this delay may be undesirable. Further investigations are required to gain a better understanding of the dependencies between low latency use cases, their latency requirements, the sensitivity of the traffic transmitted over N9 in these use cases and the extra delay introduced by NDS/IP on N9.
There may be cases where the extra delay introduced by the use of NDS/IP may be inacceptable for the low latency use case which depends on having no extra delays.

On the other hand, there may be sensitive data transmitted on N9 for these low latency use cases which require proper protection of the transmitted data on N9. 

An example for such a low latency use case is a machine-to-machine scenario, where vehicles share their exact position with their neighbours to ensure that these autonomously driving vehicles are aware of the others. If this data comes too late, dangerous road traffic situations may occur. If this traffic is being altered on transmission, different dangerous road traffic situations can occur. A flexible solution covering both angles is desired. 
Observation 2:
GTP-U protection on N9 should meet protection needs and consider latency impact.

Proposal 5:
Before making a decision on how to address GTP-U security on N9, investigations on extra delays added to low latency use cases should be made.
A suitable way forward may be to define the use of NDS/IP depending on the slice type. 3GPP TS 23.501 [4] defines dedicated slice types for particular use cases. In clause 5.15.2.2, 23.501 [4] lists the standardised slice/service types (SST). The use of NDS/IP on N9 could be made conditional. For some pre-defined slice types, it could be mandatory and for others optional.
Proposal 6:
The use of NDS/IP on N9 should be made mandatory for some pre-defined slice types and optional for other pre-defined slice types.
This may be a way forward to provide a secure solution and to respect low latency requirements in the same go. It is then the responsibility of the PLMN operator and/or the tenant of the slice to carefully decide whether or not to apply 3GPP defined N9 security.
4.7
Proposal

It is proposed to start the dialogue with SA2 on proposals 1 and 2 on introducing the new NF and interface.

It is further proposed to agree on a way forward in SA3 on how to protect GTP-U on N9 (Proposals 3 and 4) in the light of low latency impact (Proposal 5). If Proposal 6 is considered a good approach from security perspective, this may be the way to go. In this case, further investigations may be low or even not needed. 
Since agreements need to be made first, there is not currently a readymade CR proposed along this discussion paper. 
