3GPP TSG SA WG3 (Security) Meeting #94
S3-190113
28 January – 1 February 2019, Kochi (India)
revision of S3-19xabc
Source:
NEC
Title:
New key issue on data rate limitation of integrity protection in UP DRB
Document for:
Approval
Agenda Item:
8.17
1
Decision/action requested

This contribution introduces a new key issue on integrity protection in TR 33.853.
2
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3
Rationale

This contribution introduces a new key issue on user plane integrity protection to the new SI in UP DRB.
4
Detailed proposal

**** START OF CHANGES ****
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3
Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1], TR 23.716 [2] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

example: text used to clarify abstract rules by applying them literally.

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1], ], TR 23.716 [2] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

<ACRONYM>
<Explanation>
UP IP
User Plane Integrity Protection
**** NEXT CHANGES ****

5.X
Key Issue #X: Data rate limitation of integrity protection in UP DRB
5.X.1
Key issue details

RAN2 has previously indicated that the maximum data rate per UE for integrity protection for the DRBs is limited to 64Kbps [a]. This implies that applying UP IP to the UP DRB above this data rate is not possible until such time that UP IP for higher data rate is supported in the UE. 
5.X.2
Security threats

Not having UP IP for DRBs at the PDCP layer above the supported data rate may expose the traffic to possible alteration of the payload content without being able to detect it in the system. 

5.X.3
Potential Security requirements
It shall be possible to apply UP IP mechanism(s) if the actual data rate is below the known maximum data rate (e.g. 64Kbps).
It shall be possible to determine whether to apply the UP IP or not in the DRBs depending on the actual data rate.
**** End of Changes ****
