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1
Decision/action requested

Agree this approach and then agree associated CRs
2
References
[1]
3GPP TS 33.163: "Battery Efficient Security for very low Throughput Machine Type Communication (MTC) devices (BEST)"
[2]
3GPP TS 33.501: ""
3
Rationale

The current version (Rel.15) of the BEST protocol assumes an LTE network.  This discussion document details how the specification can be extended to interface to a 5G core network.
4
Detailed proposal

TS 33.163 [1] describes an architecture for LTE in clause 4.2.  In this architecture the HSE gets LTE authentication vectors from the HSS using the S6a interface.
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The 5G core does not have a HSS, so to use BEST with a 5G core requires either:

Option 1. the 5G core architecture needs to support the s6a and HSS functionality (this requires no changes to the BEST specification)
Option 2. the BEST specification is updated to interface to the 5G core and the key agreement TLVs updated to carry the 5G primary authentication.
Option 1) connect to the 5G core as though BEST is a 4G network element

It is Vodafone's view that a 5G core only network will need to have LTE interfaces for roaming for a significant time.  If SA3 agrees then the BEST specification does not need updating for 5G for some time.
Option 2) Connect to BEST as a 5G netork element.

This requires the BEST architecture to be updated to use the 5G Core interfaces for authentication.  As the 5G core is still under development a specific interface can be designed for BEST (rather than the HSE pretending to be an existing network element type).
To support the 5G primary authentication, the BEST EMSDP protocol will need to be enhanced as follows:

· add 5G core BEST architecture

· Update key agreement clause

· support for encrypted identities in th Session Request message

· EAP authentication support

· Additional response message for authentication.
If SA3 agtrees this approach then Vodafone recommends the approval of a specific WID for this work.
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