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1
Decision/action requested

It is proposed to approve the requirement and test case given in this pCR.
2
References

NA
3
Rationale

This contribution is proposed to add requirements and test cases for SMF.
4
Detailed proposal 
*** BEGIN OF CHANGE 1***
4.2.2.1.x
Priority of UP security policy
Requirement Name: tba
Requirement Reference: TBA 

Requirement Description: "User Plane Security Policy from UDM takes precedence over locally configured User Plane Security Policy." as specified in TS 23.501 [X], clause 5.10.3
Threat References: TBA

Security Objective References: TBA

Editor’s Note: Security objectives and threat need to be added with reference to TR 33.926.
Test Case: 
Test Name: TC_UP_POLICY_PRECEDENCE_SMF

Purpose:

Verify that the user plane security policy from the UDM takes precedence at the SMF under test over locally configured user plane security policy.

Pre-Conditions:
Test environment with AMF and UDM may be simulated.
Both UDM and SMF under test are configured with UP security policy, and the UP security policies are different.
There is no Session Management Subscription data in SMF.
Execution Steps

1) The tester triggers PDU session establishment procedure by sending Nsmf_PDUSession_CreateSMContext Request message to the SMF.

2) The SMF under test retrieves the Session Management Subscription data using Nudm_SDM_Get service from UDM, where the Session Management Subscription data includes the user plane security policy stored in UDM. 
3) 2) The tester captures the Namf_Communication_N1N2MessageTransfer message sent from the SMF under test to the AMF. 
Expected Results:

There is a Security Indication IE in the N2 SM information contained in the Namf_Communication_N1N2MessageTransfer message, which is the same with the UP security policy configured in the UDM.
Expected format of evidence:

Evidence suitable for the interface, e.g., Screenshot containing the operational results.
*** END OF CHANGE 1***
*** BEGIN OF CHANGE 2***
2
References

[X]
3GPP TS 23.501 "System Architecture for the 5G System"
*** END OF CHANGE 2***
