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1
Decision/action requested

SA3 is kindly asked to approve of the below key issue related to eSBA to TR 33.855.
2
References

[1]
3GPP TR 33.855 v1.3.0 "Study on security aspects of the 5G Service Based Architecture (SBA)"
[2]
3GPP TR 23.742
v16.0.0
“Study on Enhancements to the Service-Based Architecture”

3
Rationale

Since a Rel-16 5GC is intended to support both direct communication as well as indirect communication via an SCP, security aspects of SCP must be studied in detail to ensure that there is no loss in security with the introduction of SCP between two NFs.
4
Detailed proposal

*** BEGIN CHANGES ***

4.A.X
Key Issue #X: Security aspects of Service Communication Proxy (SCP)
4.A.X.1
Issue description

SA2 has enhanced the Network Function Service Framework to support indirect communication between NF services via a Service Communication Proxy (SCP). The SCP may implement one or more of the Service Framework functionalities that includes service registration/de-registration, consumer authorization, service discovery, and inter service communication, which include selection and message passing.

The purpose of this key issue is to study security aspects of SCP including the following:

a) As an entity sitting between two NFs, the SCP must protect integrity and confidentiality of communication between NFs.
b) Trust between the NF/NF Service Instance and the SCP (both in the Producer and Consumer side).
c) Is there a need to authenticate and authorize the SCP by the connecting NF to establish trust between the communicating NF and the SCP? If so, how?
e) Authentication and authorization of the connecting NFs by the SCP
d) SCP interfaces with the NRF to perform service registration/de-registration and service discovery on behalf of another NF. Security aspects of this needs to be studied.
4.A.X.2
Threat description

In indirect communication mode, the SCP has access to all the messages exchanged between the NFs. The SCP must offer same level of protection as in the case of direct communication that is secured by means NDS/IP or TLS. 

Lack of protection in SCP may lead to attacks leading to leakage of sensitive information, undetected modifications of information etc
4.A.X.3
Potential security requirements
The SCP shall support confidentiality, integrity protection and replay protection of messages it routes between two NFs within the PLMN.
*** END CHANGES ***

